
DRONE RESTRICTION BILL 2012  
 
SHORT TITLE 
his legislation shall be known and may be referred to as the Drone Restriction Bill 
012.  
T
2
 
LEGISLATIVE INTENT 
It is the intent of the Board of Supervisors to ensure the privacy and physical safety 
f the people of Alameda County by restricting the deployment of drones in Alameda 
ounty’s airspace, to the greatest legal extent. 
o
C
 
EFINITIONS 

s: 
D
For the purpose of this article, the following terms have the following meaning
 
“Drones” are unmanned aerial vehicles (“UAVs”), controlled autonomously or 
remotely, which are not operated for the exclusive purpose of entertainment. This 
term includes, but is not limited to, UAVs that store and/or transmit sensor data, 
uch as photos, video, thermal images, and intercepted wireless communications; s
and UAVs capable of firing lethal or less‐lethal projectiles.  
 
“Alameda County’s airspace” includes all airspace above the territorial boundaries 
of Alameda County, to the extent to which such airspace can legally be regulated by 
Alameda County. This chapter does not seek to regulate any airspace falling under 
he exclusive jurisdiction of the Federal Aviation Administration, or otherwise take 
ny action preempted by Federal law.  
t
a
 
FINDINGS 
WHEREAS the Alameda County Board of Supervisors is charged, under section 12(g) 
of the Alameda County Administrative Code, with the provision, publication, and 
nforcement of a complete code of rules prescribing in detail the duties of each of e
the offices, institutions, and departments of the County, 
 
HEREAS the Alameda County Sheriff’s Office is an office of the County, and the W

Sheriff’s power may be restricted by ordinances not inconsistent with state law1,  
 
WHEREAS the Alameda County Sheriff’s Office seeks to purchase a drone equipped 
with optical and thermal cameras, and intends to deploy the drone for 
“surveillance… intelligence gathering… suspicious persons, large crowd control 
disturbances, etc,”2 

                                                        
1See Alameda County Administrative Code § 2.56.030  
2 ACSO Captain Tom Madigan, “Homeland Security Grant Request for FY2012” (July 
20, 2012), obtained via public records request and available at 
https://www.muckrock.com/news/archives/2012/oct/19/alameda‐county‐sheriff‐
seeks‐drone‐thermal‐imaging/ 



 
HEREAS drones are tremendously powerful tools of surveillance, vulnerable to W

serious abuses of police power,  
 
HEREAS currently existing technology, including helicopters, has proven capable 

ing to emergency situations, 
W
of respond
 
PRIVACY 
WHEREAS the Supreme Court of the United States has held, in Kyllo v. United States, 
hat the warrantless use of sophisticated surveillance equipment can violate the t
Fourth Amendment right to freedom from unlawful search, 
 
HEREAS no regulatory agency is currently responsible for ensuring that drones W

respect the right to privacy,3 
 
WHEREAS law enforcement drone surveillance can be used in conjunction with 
acial recognition, behavior analysis, license plate recognition, and other f
technologies, and enable the pervasive surveillance of daily life,4 
 
WHEREAS small drones, of the type sought by ACSO, can silently hover outside 
private dwellings to look in windows from close range,‘see’ through foliage, fences, 
nd walls using thermal imaging, and monitor internet traffic using packet sniffing a
technology, 
 
WHEREAS most drones communicate with operators ‘in the clear,’ sending all the 
ata they obtain in open and unencrypted broadcasts that can be, and have been, d
intercepted by unintended recipients using common and inexpensive technology,5 
 
WHEREAS an NYPD aerial surveillance unit was dispatched to monitor a protest in 
2004, and instead used thermal imaging technology of the kind sought by Sheriff 
Ahern to film an unsuspecting couple making love on a balcony, an event the ACLU 

se that could become commonplace if drone technology described as “the kind of abu

                                                        
3 Gerald L. Dillingham, Testimony Before Subcommittee on Oversight, 
Investigations, and Management, Committee on Homeland Security, US House of 
Representatives, July 19, 2012, 
http://homeland.house.gov/sites/homeland.house.gov/files/Testimony‐
Dillingham.pdf 
4 Congressmen Edward Markey and Joe Barton, Letter to FAA Administrator Michael 
P. Huerta (April 19, 2012), 
http://markey.house.gov/sites/markey.house.gov/files/documents/4‐19‐
12.Letter%20FAA%20Drones%20.pdf 
5 Noah Schachtman and David Axe, “Most U.S. Drones Openly Broadcast Secret Video 
Feeds,” Danger Room (October 29, 2012), 
http://www.wired.com/dangerroom/2012/10/hack‐proof‐drone/ 

http://homeland.house.gov/sites/homeland.house.gov/files/Testimony-Dillingham.pdf


enters widespread use,”6 
 
WHEREAS the FAA’s plan to integrate civilian drones into domestic airspaceby 2015 
aises the specter of corporations, private investigators, and other parties routinely r
monitoring the daily movements of all people, 
 
HEREAS drones therefore pose grave risks to privacy, making their use both 

ally dangerous,  
W
ethically and constitution
 
POLITICAL REPRESSION 
WHEREAS local law enforcement agencies report ever more ‘suspicious behavior’ to 
national intelligence fusion centers, and have identified anti‐war groups, Second 
mendment rallies, third‐party voters, pro‐ and anti‐abortion activists, and Muslim A
lobbyists as potential national security threats,7 
 
WHEREAS surveillance drones are prone to abuse by the national intelligence 
services that are “watching and recording the everyday activities of an ever‐growing 
ist of individuals,”l 8 whether such data is gathered by national intelligence services 
directly or merely reported to them by local law enforcement agencies, 
 
WHEREAS persistent surveillance, coupled with currently expanding programs to 
onitor and criminalize nonviolent activism, threatens to chill First Amendment‐

d association,    
m
protecte
 
SAFETY 
WHEREAS drones are largely unproven in American civilian airspace,and have only 
een widespread use in combat theaters, where they are the least safe class of s
aircraft currently in operation,9 
 

tified to Congress that Customs and Border Protection 
e 

WHEREAS an FAA official tes
has reported 52.7 drone accidents per 100,000 hours of flight time, seven times th
                                                        
6 Jay Stanely and Catherine Crump, “Protecting Privacy from Aerial Surveillance,” 
A

df 
CLU (December 2011), 
https://www.aclu.org/files/assets/protectingprivacyfromaerialsurveillance.p
7 David Rittgers, “We’re All Terrorists Now,” Cato Institute, February 2, 2011, 
http://www.cato‐at‐liberty.org/we%E2%80%99re‐all‐terrorists‐now/ 
8 Mike German and Jay Stanley, “Fusion Center Update,” American Civil Liberties 
Union, July 2008, 
http://www.aclu.org/files/pdfs/privacy/fusion_update_20080729.pdf 
9 The Global Hawk, Predator, and Reaper drones have a combined rate of 9.31 
accidents for every 100,000 hours of flight time, more than triple the fleetwide 
average of 3.03.  See Brendan McGarry, “Drones Most Accident‐Prone U.S. Air Force 
Craft,” BGOV Barometer, June 18, 2012, 
http://www.businessweek.com/news/2012‐06‐18/drones‐most‐accident‐prone‐u‐
dot‐s‐dot‐air‐force‐craft‐bgov‐barometer 



civil aviation rate of 7.11 accidents per 100,000 hours,10 
 
WHEREAS drones currently in production do not have the see‐and‐avoid capability 
f manned aircraft, and tests of drone collision avoidance systemsseeking to o
mitigate this problem have thus far proven unsatisfactory,11 
 
WHEREAS drone control uplinks are vulnerable, which has led to accidental 
incidents such as a Reaper drone ‘going rogue’ and having to be shot down, as well 
s deliberate incidents such as a team at UT Austin commandeering a drone in flight a
using GPS spoofing,12 
 
WHEREAS the Federal Aviation Administration’s “UAS Guidance” says that drone 
flights may not be conducted over urban or populated areas, heavily trafficked 
oads, or open‐air assemblies of people, absent a convincing showing that such r
operations can be conducted safely,13 
 
HEREAS drones are for the above‐stated reasons not yet safe enough to be W

deployed over populated areas, 
 
UNNECESSARY MILITARIZATION OF POLICE 
WHEREAS the Alameda County Sheriff’s Office’s attempt to purchase military drone 
ardware adapted for civilian use is part of the broader trend towards the h
militarization of local police forces, 
 
WHEREAS this instance of police militarization is being driven, not by necessity, but 

h as the Association for Unmanned Vehicle Systems 
ll, and 

by the drone lobby, inasmuc
International claims that it "got sections added" to the FAA Reauthorization Bi
                                                        
10 FAA Vice President for Systems Operations Nancy Kalinowski, Statement to 
Subcommittee on the Role of Unmanned Aerial Systems, July 15, 2010, 
http://www.faa.gov/news/testimony/news_story.cfm?newsId=11599 
11 Federal Aviation Administration, Evaluation of Candidate Functions for Traffic 
Alert and Collision Avoidance System II on Unmanned Aerial Systems, March 21, 
2011, 
ht t.pdftp://www.faa.gov/about/initiatives/uas/media/TCASonUAS_FinalRepor (con
cluding that the system should not be authorized for use on drones). 
12 Jeremy Hsu, “Air Force Shoots Down Runaway Drone Over Afghanistan,” Popular 
Science, http://www.popsci.com/military‐aviation‐amp‐space/article/2009‐
09/when‐drones‐go‐wild‐air‐force‐shoots‐them‐down; Shepard et al., “Evaluation 
of Smart Grid and Civilian UAV Vulnerability to GPS Spoofing Attacks, preprint of the 
2012 ION GNSS Conference, 2012, 
http://radionavlab.ae.utexas.edu/images/stories/files/papers/PMUAndUAVSpoofi
ngION2012.pdf 
13 Federal Aviation Administration, Interim Operational Approval Guidance, March 
13, 2008, http://www.faa.gov/about/initiatives/uas/reg/media/uas_guidance08-
01.pdf 

http://www.faa.gov/about/initiatives/uas/media/TCASonUAS_FinalReport.pdf
http://www.popsci.com/military-aviation-amp-space/article/2009-09/when-drones-go-wild-air-force-shoots-them-down
http://www.popsci.com/military-aviation-amp-space/article/2009-09/when-drones-go-wild-air-force-shoots-them-down
http://radionavlab.ae.utexas.edu/images/stories/files/papers/PMUAndUAVSpoofingION2012.pdf
http://www.faa.gov/about/initiatives/uas/reg/media/uas_guidance08-01.pdf
http://www.faa.gov/about/initiatives/uas/reg/media/uas_guidance08-01.pdf
http://www.faa.gov/about/initiatives/uas/reg/media/uas_guidance08-01.pdf


takes sole responsibility for the FAA's current push towards unfettered drone 
authorization14, 
 
WHEREAS community policing, the program under which ACSO seeks to purchase 
drone technology, was initially developed “to build bonds of understanding and 
rust between police and citizens,”t 15a goal which is not served by expanding the 
surveillance state, 
 
WHEREAS the blurring line between civilian police and the military, exemplified by 
he police deploying drone technology developed to fight the War on Terror, erodes t
ties between police and community members and thereby damages public safety,16 
 
WHEREAS Sheriff Ahern argues that drone technology is necessary to confront rare 
ublic emergencies,in an eerie echo ofLAPD Chief Daryl Gates’argumentthat police p
paramilitary capabilities were required to confront egregious violent crime,17 
 
HEREAS, between 1972 and the present, violent crime rates decreased, yetannual W

paramilitary police deployments skyrocketedfrom several hundred to over 50,000, 
 
WHEREAS paramilitary police forces, once established, are rarely deployed against 
the emergencies used to justify their creation, and are instead almost always used to 
onduct ‘proactive policing’ in the form of hostile and often violent raids on low‐c
level drug suspects,18 
 
WHEREAS the example of paramilitary policing, which is now accepted as 
ommonplace,shows thatexpanded law enforcement capabilitiessuffer mission c
creep, while becoming pervasive and entrenched, 
 
HEREAS the argument that the Sheriff requires drones, but will use them only for 
mergency response, is therefore unp
W
e ersuasive,   
 
NOW THEREFORE BE IT RESOLVED that the County of Alameda, with this 
resolution and by proclamation, declares Alameda County to be free from drones, 

al means to resist the acquisition and use of drones by commits the County to all leg
any citizen or agency of the County, and instructs the County Counsel to transform 
                                                        
14 Association for Unmanned Vehicle Systems International, 2011 Annual Report p. 
4, ttp://higherlogicdownload.s3.amazonaws.com/AUVSI/ available at h 958c920a‐
7f9b‐4ad2‐9807 pdf‐f9a4e95d1ef1/UploadedImages/2011_AnnualReport.  
15 litary Police Raids in RadleyBalko, Overkill: The Rise of Parami America, p. 15, Cato 
Institute, 2006, http://www.cato.org/pubs/wtpapers/balko_whitepaper_2006.pdf 
16 Al Baker, “When the Police Go Military,” The New York Times, December 3, 2011, 
http://www.nyt m/2011/12/04/sunday‐review/have‐american‐police‐

militari l?pagewanted=all 
imes.co

become‐ zed.htm
Balko, Overkill, p. 10. 17

18Id. 

http://www.cato.org/pubs/wtpapers/balko_whitepaper_2006.pdf
http://www.cato.org/pubs/wtpapers/balko_whitepaper_2006.pdf
http://www.cato.org/pubs/wtpapers/balko_whitepaper_2006.pdf
http://www.cato.org/pubs/wtpapers/balko_whitepaper_2006.pdf


this declaration into an Ordinance for Alameda County, banning drones from 
lameda County’s airspace to the greatest extent permitted by Federal and state 
aw
A
l
 

. This Ordinance shall provide that: 

 f (a) Any person flying a drone within Alameda County’s airspace shall be guilty o
a misdemeanor, to wit, Unlawful Drone Use.  
  (b) No agency or department of Alameda County shall purchase, lease, borrow,
or otherwise acquire the use of a drone. 

(c) No officer or employee of Alameda County shall make any use of drones in 
the discharge of their duties, nor shall officer or employee request or accept 
any kind of data gathered by third parties using drones.  
 nty use (d) Under no circumstances shall any officer or employee of Alameda Cou
drones to surveil any person without a warrant.  

(e) Under no circumstances shall any personally identifying information 
captured by drones, including images of identifiable individuals, be retained 
or shared with any agency. 

(f) Failure of a county officer or employee to comply with the provisions of this 
chapter shall constitute malfeasance in office under Alameda County 
Administrative Code § 1.04.080.   

 
BE IT FURTHER RESOLVED that Chapter 2.56 of the Alameda County Administrative 
Cod e
“Lim

e b  amended, by the insertion of Section 2.56.035, which shall be entitled 
itation of Powers—Aerial Surveillance,” and shall provide:  

 (a) The sheriff shall conduct no aerial surveillance of any person or property 
within Alameda County, except as authorized by a warrant.  
 

 
(b) The sheriff shall use no data obtained via aerial surveillance to support a 

declaration of probable cause or otherwise justify or further an investigation. 
(c) Information obtained via aerial surveillance shall be offered as evidence only 

if the aerial surveillance was conducted under a lawful warrant and is being 
offered against the target of that warrant.  

 
BE IT FURTHER RESOLVED that this Ordinance shall not be enforced in a selective 
manner or otherwise be used to interfere with individual lawful investigations 
ndertaken by law enforcement agencies within Alameda County, but shall instead u
be rigorously and consistently enforced. 
 
BE IT FURTHER RESOLVED that all violations of this Chapter, all investigations into 
violations of this Chapter, and all reports or complaints regarding Unlawful Drone 
Use made to any County office or department, shall be reported to the County 
Administrator’s Office. The County Administrator’s Office shall electronically 
ompile all such reports, keep them in perpetuity, and make them available to any c
person who inquires.  
 
BE IT FURTHER RESOLVED that County agencies, including, but not limited to, the 
County counsel, the Airport Land Use Commission, and the Port Authority shall 
work together to establish the scope of this law and ensure that members of the 



public can understand its particulars. This effort shall include, but not be limited to, 
 description of all Alameda County airspace not under exclusive Federal a
jurisdiction.   
 
BE IT FURTHER RESOLVED that County agencies and associated entities shall seek 
the participation of internal and external stakeholder groups, and convene a Drone 
Committee within 6 months of the signing of this Resolution. The Drone Committee 
shall meet regularly to examine the threats to safety and privacy posed by drones, 
including the nature of developing drone technology and all reports compiled in 
compliance with the two preceding paragraphs. The Committee shall work in light 
of the FAA’s proposed integration of drones into the civilian airspace by 2015, and 
devise legal and other mitigation strategies to safeguard privacy. Such strategies 
should include, but not be limited to, proposals of anti‐drone legislation consistent 
ith Federal law, and presenting the County and its people with reports on the use 
f drones within the region.  
w
o
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UNMANNED AIRCRAFT SYSTEMS 
Use in the National Airspace and the Role of the 
Department of Homeland Security 

Why GAO Did This Study 

UAS aircraft do not carry a human 
operator on board, but instead operate 
on pre-programmed routes or by 
following commands from pilot-
operated ground stations. An aircraft is 
considered to be a small UAS if it is 55 
pounds or less, while a large UAS is 
anything greater. Current domestic 
uses of UAS are limited and include 
law enforcement, monitoring or fighting 
forest fires, border security, weather 
research, and scientific data collection 
by the federal government. FAA 
authorizes military and non-military 
UAS operations on a limited basis after 
conducting a case-by-case safety 
review. Several other federal agencies 
also have a role or interest in UAS, 
including DHS. In 2008, GAO reported 
that safe and routine access to the 
national airspace system poses 
several obstacles. 

This testimony discusses 1) obstacles 
identified in GAO’s previous report on 
the safe and routine integration of UAS 
into the national airspace, 2) DHS’s 
role in the domestic use of these 
systems, and 3) preliminary 
observations on emerging issues from 
GAO’s ongoing work. 

This testimony is based on a 2008 
GAO report and ongoing work, and is 
focused on issues related to non-
military UAS. In ongoing work, GAO 
analyzed FAA’s efforts to integrate 
UAS into the national airspace, the role 
of other federal agencies in achieving 
safe and routine integration, and other 
emerging issues; reviewed FAA and 
other federal agency efforts and 
documents; and conducted selected 
interviews with officials from FAA and 
other federal, industry, and academic 
stakeholders.

What GAO Found 

GAO earlier reported that unmanned aircraft systems (UAS) could not meet the 
aviation safety requirements developed for manned aircraft and posed several 
obstacles to operating safely and routinely in the national airspace system. These 
include 1) the inability for UAS to detect, sense, and avoid other aircraft and airborne 
objects in a manner similar to “see and avoid” by a pilot in a manned aircraft; 2) 
vulnerabilities in the command and control of UAS operations; 3) the lack of 
technological and operational standards needed to guide the safe and consistent 
performance of UAS; and 4) the lack of final regulations to accelerate the safe 
integration of UAS into the national airspace. GAO stated in 2008 that Congress 
should consider creating an overarching body within the Federal Aviation 
Administration (FAA) to address obstacles for routine access. FAA’s Joint Planning 
and Development Office (JPDO) has taken on a similar role. FAA has implemented 
GAO’s two recommendations related to its planning and data analysis efforts to 
facilitate integration. 
 
The Department of Homeland Security (DHS) is one of several partner agencies of 
JPDO working to safely integrate UAS into the national airspace. Since 2005, FAA 
has granted DHS authority to operate UAS to support its national security mission in 
areas such as the U.S. northern and southern land borders. DHS’s Transportation 
Security Administration (TSA) has the authority to regulate security of all modes of 
transportation, including non-military UAS, and according to TSA officials, its aviation 
security efforts include monitoring reports on potential security threats regarding the 
use of UAS. Security considerations could be exacerbated with routine UAS access. 
TSA has not taken any actions to implement GAO’s 2008 recommendation that it 
examine the security implications of future, non-military UAS. 
 
GAO’s ongoing work has identified several UAS issues that, although not new, are 
emerging as areas of further consideration in light of greater access to the national 
airspace. These include concerns about privacy relating to the collection and use of 
surveillance data. Currently, no federal agency has specific statutory responsibility to 
regulate privacy matters relating to UAS. Another emerging issue is the use of model 
aircraft (aircraft flown for hobby or recreation) in the national airspace. FAA is 
generally prohibited from developing any rule or regulation for model aircraft. The 
Federal Bureau of Investigation report of a plot to use a model aircraft filled with 
plastic explosives to attack the Pentagon and U.S. Capitol in September 2011has 
highlighted the potential for model aircraft to be used for unintended purposes. An 
additional emerging issue is interruption of the command and control of UAS 
operations through the jamming and spoofing of the Global Positioning System 
between the UAS and ground control station. GAO plans to report more fully this fall 
on these issues, including the status of efforts to address obstacles to the safe and 
routine integration of UAS into the national airspace. 
 
Figure 1: Example of a Small UAS (SkySeer) and a Large UAS (Predator) 
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Chairman McCaul, Ranking Member Keating, and Members of the 
Subcommittee: 

I appreciate the opportunity to testify before you today on obstacles to 
unmanned aircraft systems (UAS) safe and routine operations in the 
national airspace, the role that the Department of Homeland Security 
(DHS) has in UAS operations, and emerging UAS issues. Many 
stakeholders have exhibited increased interest in UAS for border security 
and disaster assistance, among other uses. Additionally, as combat 
operations in Afghanistan decrease, all of the United States military 
services expect to conduct more UAS training flights across the 
contiguous United States.1

UAS aircraft do not carry a human operator on board, but instead operate 
on pre-programmed routes or by following commands from pilot-operated 
ground stations. These aircraft are also referred to as “unmanned aerial 
vehicles,” “remotely piloted aircraft,” “unmanned aircraft,” or “drones.” The 
term “unmanned aircraft system” is used to recognize that a UAS includes 
not only the airframe, but also associated elements such as a ground 
station and the communications links. UAS are typically described in 
terms of weight, endurance, purpose of use, and altitude of operation. 
Most UAS are considered small, weighing less than 55 pounds; some of 
which fly less than 400 feet above the ground. According to an industry 
association, small UAS are expected to comprise the majority of UAS that 
will operate in the national airspace. 

 

The Federal Aviation Administration (FAA) authorizes military and non-
military (academic institutions; federal, state, and local governments 
including law enforcement entities; and private sector entities) UAS 
operations on a limited basis after conducting a case-by-case safety 
review. Only federal, state, and local government agencies can apply for 
a Certificate of Waiver or Authorization (COA); private sector entities must 
apply for special airworthiness certificates in the experimental category. 2

                                                                                                                       
1House Permanent Select Committee on Intelligence, Performance Audit of the 
Department of Defense Intelligence, Surveillance, and Reconnaissance (Washington, DC: 
Apr. 2012). 

 

2COAs and special airworthiness certifications in the experimental category represent 
exceptions to the usual certification process. FAA examines the facts and circumstances 
of a proposed UAS to ensure that the prospective operator has acceptably mitigated 
safety risks. 
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Between January 1, 2012 and July 17, 2012, FAA had issued 201 COAs 
to 106 federal, state, and local government entities across the United 
States, including law enforcement entities as well as academic 
institutions. Additionally, FAA had issued 8 special airworthiness 
certifications for experimental use to four UAS manufacturers. Presently, 
under COA or special airworthiness certification, UAS operations are 
permitted for specific times, locations, and operations. Thus it is not 
uncommon for an entity to receive multiple COAs for various missions. 
Over the years, concerns have been expressed by the Congress and 
other stakeholders that sufficient progress has not been made to integrate 
UAS into the national airspace system. In 2008, GAO reported that safe 
and routine access to the national airspace system poses several 
obstacles. We also stated that Congress should consider creating an 
overarching body within FAA to coordinate federal, academic, and 
private-sector efforts in meeting the safety challenges of allowing routine 
access to the national airspace system. Additionally, we made two 
recommendations to FAA related to its planning and data analysis efforts 
to facilitate the process of allowing UAS routine access to the national 
airspace. We also recommended that DHS assess the security 
implications of routine access. FAA is working toward implementing the 
requirements set forth by its February 2012 reauthorization to accelerate 
UAS integration.3

Several other federal agencies also have a role or interest in UAS, 
including the Department of Homeland Security (DHS), the Department of 
Defense (DOD), and the National Aeronautics and Space Administration 
(NASA).

 

4

                                                                                                                       
3FAA Modernization and Reform Act of 2012, Pub. L. No. 112-95, §§ 332 – 334, 126 Stat. 
11 (2012). 

 DHS’s Transportation Security Administration (TSA) has 
authority to regulate the security of all transportation modes, including 
non-military UAS, to ensure that appropriate safeguards are in place. 
According to TSA, its aviation security efforts include addressing risks, 
threats, and vulnerabilities related to non-military UAS. In addition, 
According to DHS officials, Customs and Border Protection (CBP) owns 
ten UAS that it operates for its own missions as well as for missions in 
conjunction with other agencies. DOD has successfully used UAS for 

4Senior executives from these four federal agencies represent the UAS ExCom, whose 
mission is to enable increased and ultimately routine access of federal UAS engaged in 
non-military aircraft operations into the national airspace to support these agencies’ 
operational, training, development, and research requirements. 
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intelligence, surveillance, reconnaissance, and combat missions.5

My statement today discusses 1) obstacles we identified in our previous 
report to the safe and routine integration of UAS into the national 
airspace, 2) DHS’s role in the domestic use of these systems, and 3) 
preliminary observations on emerging issues from our ongoing work 
examining UAS. This statement is based on our 2008 UAS report

 While 
many of DOD’s UAS operations currently take place outside of the United 
States, the military services require access to the national airspace to 
conduct UAS training. DOD has also assisted DHS in border security 
missions, including two missions since 2006 where the National Guard 
provided support in four southwestern border states. NASA uses UAS 
primarily for research purposes, such as the Predator B for wildfire 
mapping and investigations as well as an expected arctic mission next 
year on surface sea ice. 

6

                                                                                                                       
5GAO, Unmanned Aircraft Systems: Comprehensive Planning and a Results-Oriented 
Training Strategy Are Needed to Support Growing Inventories, 

 and 
ongoing work for this subcommittee, the House Committee on 
Transportation and Infrastructure and its subcommittee on Aviation, and 
the Senate Committee on Science, Commerce and Transportation. Our 
ongoing work is focused on issues related to non-military UAS and is 
based on our analysis of FAA’s efforts to integrate UAS into the national 
airspace, the role of other federal agencies in achieving safe and routine 
integration, and other emerging issues. Our preliminary observations are 
based on our review of various FAA and other federal agency efforts and 
documents; and selected interviews with officials from FAA and other 
federal, industry, and academic stakeholders. Our 2008 report contains 
detailed explanations of the methods used to conduct that work. We have 
discussed the information in this testimony with officials from FAA and 
DHS, and incorporated their comments as appropriate. The work on 
which this statement is based was performed in accordance with 
generally accepted government auditing standards. Those standards 
require that we plan and perform the audit to obtain sufficient, appropriate 
evidence to provide a reasonable basis for our findings and conclusions 
based on our audit objectives. We believe that the evidence obtained 

GAO-10-331 (Washington, 
DC: Mar. 26, 2010). 
6GAO, Unmanned Aircraft Systems: Federal Actions Needed to Ensure Safety and 
Expand Their Potential Uses within the National Airspace System, GAO-08-511 
(Washington, D.C.: May 15, 2008). 

http://www.gao.gov/products/GAO-10-331�
http://www.gao.gov/products/GAO-08-511�
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provides a reasonable basis for our findings and conclusions based on 
our audit objectives. 

Current domestic uses of UAS are limited and include law enforcement, 
monitoring or fighting forest fires, border security, weather research, and 
scientific data collection. UAS have a wide-range of potential uses, 
including commercial uses such as pipeline, utility, and farm fence 
inspections; vehicular traffic monitoring; real estate and construction site 
photography; relaying telecommunication signals; and crop dusting. 
FAA’s long-range goal is to permit, to the greatest extent possible, routine 
UAS operations in the national airspace system while ensuring safety. 
Using UAS for commercial purposes is not currently allowed in the 
national airspace. As the list of potential uses for UAS grows, so do the 
concerns about how they will affect existing military and non-military 
aviation as well as concerns about how they might be used. 

Domestically, state and local law enforcement entities represent the 
greatest potential use of small UAS in the near term because small UAS 
can offer a simple and cost effective solution for airborne law enforcement 
activities for agencies that cannot afford a helicopter or other larger 
aircraft.7

                                                                                                                       
7FAA generally considers UAS in the two broad categories of “small” and “large,” and has 
used these categories to split its efforts to develop rules that would allow government and 
commercial UAS access to the national airspace. FAA has been developing rules for small 
UAS for several years. Although there is no widely accepted common classification 
system for UAS, an aircraft is considered to be a small UAS if it is 55 pounds or less, while 
a large UAS is anything greater. 

 For example, federal officials and one airborne law enforcement 
official said that a small UAS costing between $30,000 and $50,000 is 
more likely to be purchased by state and local law enforcement entities 
because the cost is nearly equivalent to that of a patrol car. According to 
recent FAA data, 12 state and local law enforcement entities have a 
Certificate of Waiver or Authorization (COA) while an official at the 
Department of Justice said that approximately 100 law enforcement 
entities have expressed interest in using a UAS for some of their 
missions. According to law enforcement officials with whom we spoke, 
small UAS are ideal for certain types of law enforcement activities. 
Officials anticipate that small UAS could provide support for tactical 
teams, post-event crime scene analysis and critical infrastructure 
photography. Officials said that they do not anticipate using small UAS for 

Background 
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routine patrols or missions that would require flights over extended 
distances or time periods. 

FAA has been working with the Department of Justice’s National Institute 
of Justice to develop a COA process through a memorandum of 
understanding to better meet the operational requirements of law 
enforcement entities. While the memorandum of understanding 
establishing this COA process has not been finalized, there are two law 
enforcement entities that are using small UAS on a consistent basis for 
their missions and operations. The proposed process would allow law 
enforcement entities to receive a COA for training and performance 
evaluation. When the entity has shown proficiency in operating its UAS, it 
would then receive an operational COA allowing it to operate small UAS 
for a range of missions. In May 2012, FAA stated that it met its first 
requirement to expedite the COA process for public safety entities. FAA’s 
reauthorization also required the agency to enter into agreements with 
appropriate government agencies to simplify the COA process and allow 
a government public safety agency to operate unmanned aircraft 
weighing 4.4 pounds or less if flown within the line of sight of the operator, 
less than 400 feet above the ground, and during daylight conditions, 
among others stipulations. 

 
In 2008, we reported that UAS could not meet the aviation safety 
requirements developed for manned aircraft and posed several obstacles 
to operating safely and routinely in the national airspace system. 

• Sense and avoid technologies. To date, no suitable technology has 
been identified that would provide UAS with the capability to meet the 
detect, sense, and avoid requirements of the national airspace 
system. Our ongoing work indicates that research has been carried 
out to mitigate this, but the inability for UAS to sense and avoid other 
aircraft or objects remains an obstacle. With no pilot to scan the sky, 
UAS do not have an on-board capability to directly “see” other aircraft. 
Consequently, the UAS must possess the capability to sense and 
avoid an object using on-board equipment, or with the assistance of a 
human on the ground or in a chase aircraft,8

                                                                                                                       
8Chase pilots are in constant radio contact with research pilots and serve as an “extra set 
of eyes” to help maintain total flight safety during specific tests and maneuvers. Chase 
pilots monitor certain events for the research pilot and are an important safety feature on 
all research missions. 

 or by other means, such 
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as radar. Many UAS, particularly smaller models, will likely operate at 
altitudes below 18,000 feet, sharing airspace with other vehicles or 
objects. Sensing and avoiding other vehicles or objects represents a 
particular challenge for UAS, because other vehicles or objects at this 
altitude often do not transmit an electronic signal to identify 
themselves and, even if they did, many small UAS, do not have 
equipment to detect such signals if they are used and may be too 
small to carry such equipment. 
 

• Command and control communications. Similar to what we previously 
reported, ensuring uninterrupted command and control for UAS 
remains a key obstacle for safe and routine integration into the 
national airspace. Without such control, the UAS could collide with 
another aircraft or crash, causing injury or property damage. The lack 
of dedicated radiofrequency spectrum for UAS operations heightens 
the possibility that an operator could lose command and control of the 
UAS. Unlike manned aircraft that use dedicated radio frequencies, 
non-military UAS currently use undedicated frequencies and remain 
vulnerable to unintentional or intentional interference. To address the 
potential interruption of command and control, UAS generally have 
pre-programmed maneuvers to follow if the command and control link 
becomes interrupted (called a “lost-link scenario”). However, these 
procedures are not standardized across all types of UAS and, 
therefore, remain unpredictable to air traffic controllers who have 
responsibility for ensuring safe separation of aircraft in their airspace. 
 

• Standards. A rigorous certification process with established 
performance thresholds is needed to ensure that UAS and pilots meet 
safety, reliability, and performance standards. Minimum aviation 
system standards are needed in three areas: performance; command 
and control communications; and sense and avoid. In 2004, RTCA, a 
standards-making body sponsored by FAA, established a federal 
advisory committee called the Special Committee 203 (or SC 203), to 
establish minimum performance standards for FAA to use in 
developing UAS regulations.9

                                                                                                                       
9RTCA, formerly the Radio Technical Commission for Aeronautics, is a private, not-for-
profit corporation that develops consensus-based performance standards regarding 
communications, navigation, surveillance, and air traffic management system issues. 
RTCA serves as a federal advisory committee, and its recommendations are the basis for 
a number of FAA’s policy, program, and regulatory decisions.  

 Individuals from academia and the 
private sector serve on the committee, along with FAA, NASA, and 
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DOD officials. ASTM International Committee F38 on UAS, an 
international voluntary consensus standards-making body, is working 
with FAA to develop standards to support the integration of small UAS 
into the national airspace.10

• Regulations. FAA regulations govern the routine operation of most 
aircraft in the national airspace system.

 
 

11

Given the remaining obstacles to UAS integration, we stated in 2008 that 
Congress should consider creating an overarching body within FAA to 
coordinate federal, academic, and private-sector efforts in meeting the 
safety challenges of allowing routine access to the national airspace 
system. While it has not created this overarching body, FAA’s Joint 
Planning and Development Office has taken on a similar role. In addition, 
Congress set forth requirements for FAA in its February 2012 
reauthorization to facilitate UAS integration. Additionally, we made two 
recommendations to FAA related to its planning and data analysis efforts 
to facilitate the process of allowing UAS routine access to the national 
airspace, which FAA has implemented. 

 However, these regulations 
do not contain provisions to address issues relating to unmanned 
aircraft. As we highlighted in our previous report, existing regulations 
may need to be modified to address the unique characteristics of 
UAS. Today, UAS continue to operate as exceptions to the regulatory 
framework rather than being governed by it. This has limited the 
number of UAS operations in the national airspace, and that limitation 
has, in turn, contributed to the lack of operational data on UAS in 
domestic operations previously discussed. One industry forecast 
noted that growth in the non-military UAS market is unlikely until 
regulations allow for the routine operation of UAS. Without specific 
and permanent regulations for safe operation of UAS, federal 
stakeholders, including DOD, continue to face challenges. The lack of 
final regulations could hinder the acceleration of safe and routine 
integration of UAS into the national airspace. 
 

 

 

                                                                                                                       
10ASTM International, formerly known as the American Society for Testing and Materials 
(ASTM), is a globally recognized leader in the development and delivery of international 
voluntary consensus standards. ASTM members deliver the test methods, specifications, 
guides and practices that support industries and governments worldwide. 
11Title 14, Code of Federal Regulations (14 CFR). 



 
  
 
 
 

Page 8 GAO-12-889T  Unmanned Aircraft Systems 

DHS is one of several partner agencies of FAA’s Joint Planning and 
Development Office (JPDO) working to safely integrate UAS into the 
national airspace. TSA has the authority to regulate the security of all 
transportation modes, including non-military UAS, and according to TSA 
officials, its aviation security efforts include monitoring reports on potential 
security threats regarding the use of UAS. While UAS operations in the 
national airspace are limited and take place under closely controlled 
conditions, this could change if UAS have routine access to the national 
airspace system. Further, DHS owns and uses UAS. 

Security is a significant issue that could be exacerbated with an increase 
in the number of UAS, and could impede UAS use even after all other 
obstacles have been addressed. In 2004, TSA issued an advisory in 
which it stated that there was no credible evidence to suggest that 
terrorist organizations plan to use remote controlled aircraft or UAS in the 
United States. However, the TSA advisory also provided that the federal 
government remains concerned that UAS could be modified and used to 
attack key assets and infrastructure in the United States. TSA advised 
individuals to report any suspicious activities to local law enforcement and 
the TSA General Aviation Hotline.12 Security requirements have yet to be 
developed for UAS ground control stations—the UAS equivalent of the 
cockpit.13 Legislation introduced in the 112th Congress would prohibit the 
use of UAS as weapons while operating in the national airspace.14

In our 2008 report, we recommended that the Secretary of Homeland 
Security direct the Administrator of TSA to examine the security 
implications of future, non-military UAS operations in the national 
airspace and take any actions deemed appropriate. TSA agreed that 
consideration and examination of new aviation technologies and 
operations is critical to ensuring the continued security of the national 
airspace. According to TSA officials, TSA continues to work with the FAA 
and other federal agencies concerning airspace security by implementing 
security procedures in an attempt to protect the National Airspace 

 

                                                                                                                       
12Department of Homeland Security, TSA Advisory:  Security Information Regarding 
Remote Controlled Aircraft and Unmanned Aerial Vehicles (Washington, DC: Nov. 22, 
2004). 
13Additionally, in response to the events of September 11, 2001, entry doors to passenger 
airplane cockpits were hardened to prevent unauthorized entry. 
14No Armed Drones Act of 2012, H. R. 5950, 112th Cong. (2012). 

Role of the 
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System. Examples of this collaboration include the coordinated efforts to 
allow access to temporary flight restricted airspace such as those put in 
place for Presidential travel and DHS Security Events. However, to date, 
neither DHS nor TSA has taken any actions to implement our 2008 
recommendation. According to TSA officials, TSA believes its current 
practices are sufficient and no additional actions have been needed since 
we issued our recommendation. 

DHS is also an owner and user of UAS. Since 2005, CBP has flown UAS 
for border security missions. FAA granted DHS authority to operate UAS 
to support its national security mission along the United States northern 
and southern land borders, among other areas. Recently, DHS officials 
told us that DHS has also flown UAS over the Caribbean to search for 
narcotics-carrying submarines and speedboats. According to DHS 
officials, CBP owns ten UAS that it operates in conjunction with other 
agencies for various missions. As of May 2012, CBP has flown missions 
to support six federal and state agencies along with several DHS 
agencies. These missions have included providing the National Oceanic 
and Atmospheric Administration with videos of damaged dams and 
bridges where flooding occurred or was threatened, and providing 
surveillance for DHS’s Immigration and Customs Enforcement over a 
suspected smuggler’s tunnel. DHS, DOD, and NASA, are working with 
FAA to identify and evaluate options to increase UAS access in the 
national airspace. DHS officials reported that if funding was available, 
they plan to expand their fleet to 24 total UAS that would be operational 
by fiscal year 2016, including 11 on the southwest border. 

The DHS Inspector General reviewed CBP’s actions to establish its UAS 
program, the purpose of which is to provide reconnaissance, surveillance, 
targeting, and acquisition capabilities across all CBP areas of 
responsibility. The Inspector General assessed whether CBP has 
established an adequate operation plan to define, prioritize, and execute 
its unmanned aircraft mission. The Inspector General’s May 2012 report 
found that CBP had not achieved its scheduled or desired level of flight 
hours for its UAS. It estimated that CBP used its UAS less than 40 
percent of the time it would have expected.15

                                                                                                                       
15The report made four recommendations intended to improve CBP’s planning of its UAS 
program to address its level of operation, program funding, and resource requirements, 
along with stakeholder needs. 
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Our ongoing work has identified several UAS issues that, although not 
new, are emerging as areas of further consideration in light of the efforts 
towards safe and routine access to the national airspace. These include 
concerns about 1) privacy as it relates to the collection and use of 
surveillance data, 2) the use of model aircraft, which are aircraft flown for 
hobby or recreation, and 3) the jamming and spoofing of the Global 
Positioning System (GPS). 

• Privacy concerns over collection and use of surveillance data. 
Following the enactment of the UAS provisions of the 2012 FAA 
reauthorization act, members of Congress, a civil liberties 
organization, and others have expressed concern that the increased 
use of UAS for surveillance and other purposes in the national 
airspace has potential privacy implications. Concerns include the 
potential for increased amounts of government surveillance using 
technologies placed on UAS as well as the collection and use of such 
data. Surveillance by federal agencies using UAS must take into 
account associated constitutional Fourth Amendment protections 
against unreasonable searches and seizures. In addition, at the 
individual agency level, there are multiple federal laws designed to 
provide protections for personal information used by federal agencies. 
While the 2012 FAA reauthorization act contains provisions designed 
to accelerate the safe integration of UAS into the national airspace, 
proposed legislation in the 112th session of Congress, seeks to limit 
or serve as a check on uses of UAS by, for example, limiting the 
ability of the federal government to use UAS to gather information 
pertaining to criminal conduct without a warrant.16

Currently, no federal agency has specific statutory responsibility to 
regulate privacy matters relating to UAS. UAS stakeholders disagreed 
as to whether the regulation of UAS privacy related issues should be 
centralized within one federal agency, or if centralized, which agency 
would be best positioned to handle such a responsibility. Some 
stakeholders have suggested that FAA or another federal agency 
should develop regulations for the types of allowable uses of UAS to 
specifically protect the privacy of individuals as well as rules for the 
conditions and types of data that small UAS can collect. Furthermore, 

 
 

                                                                                                                       
16Preserving Freedom from Unwarranted Surveillance Act of 2012, S. 3287, 112th Cong. 
(2012) and Farmer’s Privacy Act of 2012, H.R. 5961, 112th Cong. (2012). 
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stakeholders with whom we spoke said that developing guidelines for 
technology use on UAS ahead of widespread adoption by law 
enforcement entities may preclude abuses of the technology and a 
negative public perception of UAS. Representatives from one civil 
liberties organization told us that since FAA has responsibility to 
regulate the national airspace, it could be positioned to handle 
responsibility for incorporating rules that govern UAS use and data 
collection. Some stakeholders have suggested that the FAA has the 
opportunity and responsibility to incorporate such privacy issues into 
the small UAS rule that is currently underway and in future rulemaking 
procedures. However, FAA officials have said that regulating these 
sensors is outside the FAA’s mission, which is primarily focused on 
aviation safety, and has proposed language in its small UAS Notice of 
Proposed Rulemaking to clarify this. 

• Model aircraft. According to an FAA official with whom we spoke and 
other stakeholders, another concern related to UAS is the oversight of 
the operation of model aircraft—aircraft flown for hobby or 
recreation—capable of sustained flight in the atmosphere and a 
number of other characteristics.17 Owners of model aircraft do not 
require a COA to operate their aircraft.18 Furthermore, as part of its 
2012 reauthorization act, FAA is prohibited from developing any rule 
or regulation for model aircraft under a specified set of conditions.19

                                                                                                                       
17The 2012 reauthorization act defines the term “model aircraft” to mean an unmanned 
aircraft that is: (1) capable of sustained flight in the atmosphere, (2) flown within visual line 
of sight of the person operating the aircraft, and (3) flown for hobby or recreational 
purposes.  

 
However, the 2012 reauthorization act also specifies that nothing in 
the act’s model aircraft provisions shall be construed to limit FAA’s 
authority to take enforcement action against the operator of a model 

18FAA’s Advisory Circular 91-57 sets out model aircraft operating standards that 
encourage voluntary compliance with specified safety standards for model aircraft 
operators.  
19This prohibition on FAA model aircraft rules or regulations only applies where the aircraft 
is: (1) flown strictly for hobby or recreational use, (2) operated in accordance with a 
community-based set of safety guidelines and within the programming of a nationwide 
community-based organization, (3) limited to not more than 55 pounds (unless otherwise 
certified through a design, construction, inspection, flight test, and operational safety 
program administered by a community-based organization), (4) operated in a manner that 
does not interfere with and gives way to any manned aircraft, and (5) when flown within 5 
miles of an airport, prior notice of the operation is given to the airport operator and the air 
traffic control tower. 
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aircraft who endangers the safety of the national airspace system.20

The Academy of Model Aeronautics, which promotes the development 
of model aviation as a recognized sport and represents a membership 
of over 150,000, published several documents to guide model aircraft 
users on safety, model aircraft size and speed, and use. For example, 
the Academy’s National Model Aircraft Safety Code specifies that 
model aircraft will not be flown in a careless or reckless manner and 
will not carry pyrotechnic devices that explode or burn, or any device 
that propels a projectile or drops any object that creates a hazard to 
persons or property (with some exceptions).

 
The Federal Bureau of Investigation report of the arrest and criminal 
prosecution of a man plotting to use a large remote-controlled model 
aircraft filled with plastic explosives to attack the Pentagon and U.S. 
Capitol in September 2011 has highlighted the potential for model 
aircraft to be used for non-approved or unintended purposes. 
 

21

• GPS jamming and spoofing.

 The Academy of Model 
Aeronautics also provides guidance on “sense and avoid” to its 
members, such as a ceiling of 400 feet above ground of aircraft 
weighing 55 pounds or less. However, apart from FAA’s voluntary 
safety standards for model aircraft operators, FAA has no regulations 
relating to model aircraft. Currently, FAA does not require a license for 
any model aircraft operators, but according to FAA, the small UAS 
Notice of Proposed Rule Making, under development and expected to 
be published late 2012, may contain a provision that requires certain 
model aircraft to be registered. 

22

                                                                                                                       
20Pub. L. No. 112-95, § 336, 126 Stat. 11 . 77 (2012). 

 The jamming and spoofing of the 
communication signal between the UAS and ground control station 
could also interrupt the command and control of UAS operations. In a 
GPS jamming scenario, the UAS could potentially lose its ability to 
determine where it is located and in what direction it is traveling. Low 

21The Academy of Model Aeronautics National Model Aircraft Safety Code allows 
members to fly devices that burn producing smoke and are securely attached to the model 
aircraft and use rocket motors if they remain attached to the model during flight. Model 
rockets may be flown but not launched from a model aircraft. 
22GPS spoofing is when counterfeit GPS signals are generated for the purpose of 
manipulating a target receiver’s reported position and time. Todd E. Humphreys, Detection 
Strategy for Cryptographic GNSS Anti-Spoofing, IEEE Transactions on Aerospace and 
Electronics Systems (August 2011). 
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cost devices that jam GPS signals are prevalent. According to one 
industry expert, GPS jamming would become a larger problem if GPS 
is the only method for navigating a UAS. This problem can be 
mitigated by having a second or redundant navigation system 
onboard the UAS that is not reliant on GPS. In addition, a number of 
federal UAS stakeholders we interviewed stated that GPS jamming is 
not an issue for the larger, military-type UAS, as they have an 
encrypted communications link on the aircraft. A stakeholder noted 
that GPS jamming can be mitigated for small UAS by encrypting its 
communications, but the costs associated with encryption may make 
it infeasible. Recently, researchers at the University of Texas 
demonstrated that the GPS signal controlling a small UAS could be 
spoofed using a portable software radio. The research team found 
that it was straightforward to mount an intermediate-level spoofing 
attack but difficult and expensive to mount a more sophisticated 
attack.23

The emerging issues we identified not only may exist as part of efforts to 
safely and routinely integrate UAS into the national airspace, but may 
also persist once integration has occurred. Thus, these issues may 
warrant further examination both presently and in the future. 

 

 
Chairman McCaul, Ranking Member Keating, and Members of the 
Subcommittee, this concludes my prepared statement. We plan to report 
more fully this fall on these same issues, including the status of efforts to 
address obstacles to the safe and routine integration of UAS into the 
national airspace. I would be pleased to answer any questions at this 
time. 

 

                                                                                                                       
23The presentation “Assessing the Civil GPS Spoofing Threat” by Todd Humphreys, 
Jahshan Bhatti, Brent Ledvina, Mark Psiaki, Brady O’Hanlon, Paul Kintner, and Paul 
Montgomery sought to assess the spoofing threat of a small civil UAS. The team built a 
civilian GPS spoofer and tested some countermeasures. They concluded that GPS 
spoofing is a threat to communications security and civil spoofing has not been the focus 
of research in open literature. 
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For further information on this testimony, please contact Gerald L. 
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Public Affairs may be found on the last page of this statement. Individuals 
making key contributions to this testimony include Maria Edelstein, 
Assistant Director; Amy Abramowitz; Erin Cohen; John de Ferrari; Colin 
Fallon; Rebecca Gambler; Geoffrey Hamilton; David Hooper; Daniel Hoy; 
Joe Kirschbaum; Brian Lepore; SaraAnn Moessbauer; Faye Morrison; 
Sharon Pickup; Tina Won Sherman; and Matthew Ullengren. 
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A MQ-9 Reaper drone on the runway in Ft. Drum, New York. Photo: USAF 

Four years after discovering that militants were tapping into drone video feeds, the U.S. military still 
hasn’t secured the transmissions of more than half of its fleet of Predator and Reaper drones, Danger 
Room has learned. The majority of the aircraft still broadcast their classified video streams “in the 
clear” — without encryption. With a minimal amount of equipment and know-how, militants can see 
what America’s drones see. 

Unmanned aerial vehicles, or UAVs, have become the single most important weapon in America’s far-
flung pursuit of violent extremists. Hundreds of American Predators and Reapers fly above Libya, 
Yemen, Somalia, Pakistan, and Afghanistan — watching suspected enemies, and striking them when 
necessary. Nearly 3,000 people have been killed in the decade-long drone campaign. 



“If somebody could obtain reliable access to real-time Predator or Reaper video — without attribution 
or alerting U.S. military — that would  a tremendous intel coup,” says Micah Zenko, a fellow at the 
Council on Foreign Relations. “There is an insatiable demand from Predator and Reaper imagery in 
Afghanistan and elsewhere. Any reluctance to use those for spying or missile strikes places operations 
in Afghanistan, Pakistan, Yemen, and Somalia at some risk.” 

Military officials have known about — and mostly shrugged off — the vulnerability since the 
development of the Predator in the 1990s. But the problem drew increased attention in 2008, when 
drone video footage was found on the laptops of Shi’ite militants in Iraq, who were able to intercept the 
feed using a piece of $26 software. The Pentagon and the defense industry assured the public that 
they’d close the hole by retrofitting the robotic aircraft with new communications protocols and 
encrypted transceivers that would keep the video from being intercepted again. 

Four years into the effort, however, only “30 to 50 percent” of America’s Predators and Reapers are 
using fully encrypted transmissions, a source familiar with the retrofitting effort tells Danger Room. The 
total fleet won’t see its communications secured until 2014. This source and others who work closely 
with drone operations say that drones flying overseas are among the first to get the newly secured 
equipment. They also noted that they are unaware of any incidents of militants using America’s 
unmanned eyes in the sky to their advantage. “But I’m surprised I haven’t,” the source adds. “And that 
doesn’t mean it’s not happening.” 

 
An instructor trains a pilot and sensor operator in the ground-based “cockpit” for a MQ-9 Reaper drone. Photo: USAF 



This isn’t the only vulnerability in the drone fleet. In March of 2011, an unknown software glitch caused 
a Predator stationed at a U.S. base in Africa to start its engine without human direction. Last October, 
as Danger Room first reported, Air Force technicians discovered a virus infecting the drones’ remote 
cockpits in Las Vegas. It took weeks of sustained effort to clean up the machines. The aircraft, which 
rely on GPS to guide them through the air, can run into problems if GPS signals are jammed in a 
particular area — something that can be done with cheap, commercially available hardware. Iranian 
officials claimed they hacked the GPS control signal of an advanced drone, though it’s impossible to 
verify that lofty claim. 

No one who works with UAVs is questioning the fundamental integrity of the drone fleet at the 
moment; it would take an incredibly sophisticated hacker to commandeer a Predator, for example. Nor 
is anyone pretending that this premiere tool of the U.S.global  counterterror campaign is flawless. 

Predators and the larger, better-armed Reapers transmit video and accept instructions in one of two 
ways. The first is via satellite, to remote pilots and sensor operators who are often on the other side of 
the planet; these satellite communications are encrypted, and are generally considered secure. 

The second is through a radio frequency signal called the Common Data Link, which is used to share 
the drone’s video feed with troops on the ground. The CDL’s carrier signal — its specific pattern of 
frequencies, in a given order and for a given length of time — tells both transmitter and receiver on 
how to function. The problem is that the Predators’ version of the CDL carrier signal (also known as a 
“waveform”) didn’t include an order to encrypt the signal. So neither the transmitter on the drone nor 
the receivers that troops used on the ground employed encryption, either. 

There were reasons for this. The original Predator, just 27 feet long, was little more than a scaled-up 
model plane with an 85-horsepower engine. It had a payload of just half a ton for all its fuel, cameras 
and radios. And encryption systems can be heavy. (Big crypto boxes are a major reason the Army’s 
futuristic universal radio ended up being too bulky for combat, for example.) With the early Predator 
models, the Air Force made the conscious decision to leave off the crypto. 
The flying branch was well aware of the risk. “Depending on the theater of operation and hostile 
electronic combat systems present, the threat to the UAVs could range from negligible with only a 
potential of signal intercept for detection purpose, to an active jamming effort made against an 
operating, unencrypted UAV,” the Air Force reported in 1996. ”The link characteristics of the baseline 
Predator system could be vulnerable to corruption of down links data or hostile data insertions.” 

The Predator models steadily grew in power and payload, and took a big leap in dimensions and 
capability with the 36-foot-long Reaper version introduced in 2007. The Reaper has a 950-horsepower 
engine and a nearly 4,000-pound payload — more than enough capacity for crypto-enabled systems 
which, like all electronics, had shrunk in size and weight. 

The problem was that, by then, the military had rushed to the battlefield hundreds of Remotely 
Operated Video Enhanced Receivers, or Rovers – rugged, laptop-sized receivers with screens for 
watching drone footage. And those early version of the Rovers were developed and distributed so fast, 



the military once again left the crypto off. “It could be both intercepted (e.g., hacked into) and jammed,” 
e-mails an Air Force officer with knowledge of the program. 

Which mean the Pentagon was stuck, for a time. The military couldn’t replace the old CDL waveform 
with something encryptable until the Rovers — and the radio transmitters aboard the Predators — 
could handle such a signal. 

Eventually, the Rovers began to be swapped out for newer models. The latest version, the “Tactical 
Rover,” (.pdf) is about the size of an old-school mobile phone. It can use both the Advanced 
Encryption Standard an the triple-Data Encryption Standard to secure video feeds. There are now 
about a thousand of the units in the military’s hands. 
And now, the Predators and Reapers are starting to get enhanced radios, too. “The fleet-wide upgrade 
begins later this year and carries on for several years,” says Maj. Mary Danner-Jones, an Air Force 
spokesperson. The service is spending $12 million on crypto-enabled Vortex transceivers (.pdf). 
That’s allowing a new, hardened waveform to be introduced throughout the Predator and Reaper fleet. 
The Air Force recently gave Predator-maker General Atomics Aeronautical Systems a $26 million 
contract to retrofit its drone cockpits to accept the carrier signal, among other enhancements. 
The question is why hasn’t this happened sooner. After all, the Navy installed multiple layers of 
encryption in their ’bots some time ago. Navy spokesman Jamie Cosgrove tells Danger Room that “the 
vast majority” of naval drones are encrypted –  “and have been since development.” 

One source who works on developing Navy UAVs, but is not authorized the speak on the record, 
explains why: ”Standard unencrypted video is basically a broadcast to whoever can figure out the right 
carrier frequency, so essentially, we are simulcasting to battlefield commanders and the opposing 
force. If that opposing force knows we can see them and from where, they can take better evasive 
maneuvers.” 

It’s possible that none of the militants America is trying today are as sophisticated as the ones who 
intercepted that drone video in 2008. It’s possible that the value of such footage-from-above is so 
fleeting that extremists have never again bothered to grab it. But it’s worth noting that Predator and 
Reaper video is considered by the U.S. military to be classified information. And when U.S. 
commanders on the ground get into a firefight, the first call they usually make is for a drone, so they 
can take a look at the battlefield through the eyes of a drone. 
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Introduction

Unmanned aircraft carrying cameras raise the prospect of a significant new avenue for the sur-
veillance of American life. Many Americans have heard of these aircraft, commonly called drones, 
because of their use overseas in places like Afghanistan and Yemen.1 But drones are coming to 
America. Their deployment has so far been held up by the Federal Aviation Administration (FAA) 
over safety concerns, but that agency is under strong industry and Congressional pressure to 
pave the way for domestic deployment. Meanwhile, the technology is quickly becoming cheaper 
and more powerful, interest in deploying drones among police departments is increasing, and our 
privacy laws are not strong enough to ensure that the new technology will be used responsibly and 
consistently with democratic values.  

In short, all the pieces appear to be lining up for the eventual introduction of routine aerial sur-
veillance in American life—a development that would profoundly change the character of public 
life in the United States.

We need a system of rules to ensure that we can enjoy the benefits of this technology without 
bringing us a large step closer to a “surveillance society” in which our every move is monitored, 
tracked, recorded, and scrutinized by the authorities. In this paper, we outline a set of protections 
that we believe would protect Americans’ privacy in the coming world of drones. 

Aerial surveillance from manned aircraft has been 
with us for decades. One of the first aircraft the Wright 
brothers built was a surveillance aircraft, and it was 
sold to the U.S. Army. Many common uses of drone 
aircraft—search and rescue, fighting wildfires, dan-
gerous tactical police operations—are beneficial. In 
the 1980s the Supreme Court ruled that the Fourth 
Amendment does not categorically prohibit the gov-
ernment from carrying out warrantless aerial surveil-
lance of private property.  

But manned aircraft are expensive to purchase, operate and maintain, and this expense has 
always imposed a natural limit on the government’s aerial surveillance capability. Now that sur-
veillance can be carried out by unmanned aircraft, this natural limit is eroding. The prospect of 
cheap, small, portable flying video surveillance machines threatens to eradicate existing practical 
limits on aerial monitoring and allow for pervasive surveillance, police fishing expeditions, and 
abusive use of these tools in a way that could eventually eliminate the privacy Americans have 
traditionally enjoyed in their movements and activities.

1 The ACLU has filed a Freedom of Information Act (FOIA) lawsuit against the U.S. Department of Defense and the Central 
Intelligence Agency asking for information on when, where and against whom drone strikes can be authorized, the number and 
rate of civilian casualties and other basic information essential for assessing the wisdom and legality of using armed drones to 
conduct targeted killings. See ACLU, “Predator Drone FOIA” web page, at http://www.aclu.org/national-security/predator-drone-
foia. The focus of this report is on a different subject: their domestic use for surveillance. 

Manned aircraft are expensive to 
purchase, operate and maintain, and 
this expense has always imposed a 
natural limit on the government’s 
aerial surveillance capability. This 
natural limit is eroding.

http://www.aclu.org/national-security/predator-drone-foia
http://www.aclu.org/national-security/predator-drone-foia


AMERICAN CIVIL LIBERTIES UNION    |    2

Just as the FAA regulates drones to ensure that they are safe, so, too, should drones be regulated 
so they are not used in ways that infringe on privacy. The FAA’s primary purpose is protecting the 
physical safety of the national airspace, but its mandate also extends to “protecting individuals 
. . . on the ground,” and the courts have suggested that this mandate is a broad one.2 Therefore, 
the FAA’s obligation to protect individuals on the ground should include protecting the privacy that 
Americans have traditionally enjoyed and rightly expect. If the agency refuses to do so, or is found 
by the courts to have limited powers in that area, then Congress should step in to directly enact 
any additional protections that are needed to preserve that privacy.

The technology

There are hundreds of different types of Unmanned Aerial Vehicles (UAVs), as drones are formally 
known.3 They can be as large as commercial aircraft or as small as hummingbirds, and include 
human remotely guided aircraft as well as autonomous, self-guided vehicles. They include:

•	 Large fixed-wing aircraft. The largest UAVs currently in use, such as the Israeli-made 
Eitan, are about the size of a Boeing 737 jetliner. The Eitan’s wingspan is 86 feet, and it can 
stay aloft for 20 hours and reach an altitude of 40,000 feet.4 The Predator B drone, which has 
been used extensively on overseas battlefields as well as on the U.S.-Mexico border, has a 
wingspan of 66 feet, and it can stay aloft for over 30 hours and reach an altitude of 50,000 
feet.5 In Pakistan and Afghanistan, the U.S. military and CIA deploy Predators and Reapers 
armed with surveillance capability as well as missiles capable of destroying a moving vehi-
cle from thousands of feet in the air.6

•	 Small fixed-wing aircraft. Smaller fixed-wing aircraft are the current favorite for domestic 
deployment. The Houston police department, for example, recently tested the ScanEagle, 
made by Boeing subsidiary Insitu.7 The ScanEagle is 4 ½ feet long with a wingspan of 10 feet, 
and it can climb to 19,500 feet and stay aloft for more than 24 hours.8 

2 49 U.S.C. § 40103(b)(2)(B) (2006); City of Burbank v. Lockheed Air Terminal, Inc., 411 U.S. 624, 626-27 (1973) (“[T]he 
Administrator of the Federal Aviation Administration (FAA) has been given broad authority to regulate the use of the navigable 
airspace, ‘in order to insure the safety of aircraft and the efficient utilization of such airspace . . .’ and ‘for the protection of 
persons and property on the ground.’”).

3 See Wikipedia, “List of unmanned aerial vehicles,” at http://en.wikipedia.org/wiki/List_of_unmanned_aerial_vehicles. 

4 “Israel unveils world’s largest UAV,” Homeland Security Newswire, Feb. 23, 2010, online at http://homelandsecuritynewswire.
com/israel-unveils-worlds-largest-uav. 

5 See General Atomics web page on Predator B at http://www.ga-asi.com/products/aircraft/predator_b.php; R.P.G. Collinson, 
Introduction to Avionic Systems (2011), p. 495. 

6 Yochi J. Dreazen, “From Pakistan, With Love: The technology used to monitor the skies over Waziristan is com-
ing to your hometown,” National Journal, March 13, 2011, online at http://www.nationaljournal.com/magazine/
drones-may-be-coming-to-your-hometown-20110313.

7 Stephen Dean, “Police line up to use drones on patrol after Houston secret test,” Houston Examiner, Jan. 11, 2010, online at 
http://www.examiner.com/page-one-in-houston/police-line-up-to-use-drones-on-patrol-after-houston-secret-test. 

8 Insitu, ScanEagle brochure, online at http://www.insitu.com/documents/Insitu%20Website/Marketing%20Collateral/
ScanEagle%20Folder%20Insert.pdf

http://en.wikipedia.org/wiki/List_of_unmanned_aerial_vehicles
http://homelandsecuritynewswire.com/israel-unveils-worlds-largest-uav
http://homelandsecuritynewswire.com/israel-unveils-worlds-largest-uav
http://www.ga-asi.com/products/aircraft/predator_b.php
http://www.nationaljournal.com/magazine/drones-may-be-coming-to-your-hometown-20110313
http://www.nationaljournal.com/magazine/drones-may-be-coming-to-your-hometown-20110313
http://www.examiner.com/page-one-in-houston/police-line-up-to-use-drones-on-patrol-after-houston-secret-test
http://www.insitu.com/documents/Insitu Website/Marketing Collateral/ScanEagle Folder Insert.pdf
http://www.insitu.com/documents/Insitu Website/Marketing Collateral/ScanEagle Folder Insert.pdf
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•	 Backpack craft. Another class of craft is designed to be carried and operated by a single 
person. The hand-launched AeroVironment Raven, for example, weighs 4 pounds, has a 
wingspan of 4.5 feet and a length of 3 feet, can fly up to 14,000 feet and stay aloft for up to 
110 minutes. Similar-sized products include a three-foot helicopter called the Draganflyer 
X6, a one-foot-long, one-pound fixed-wing craft called the AeroVironment Wasp, and a fan-
propelled craft called the Honeywell T-Hawk that can “hover and stare.” Individual hobbyists 
have also built a number of drones in this size range.9

•	 Hummingbirds. A tiny drone called the Nano Hummingbird was developed for the Pentagon’s 
Defense Advanced Research Projects Agency (DARPA) by AeroVironment.  Intended for 
stealth surveillance, it can fly up to 11 miles per hour and can hover, fly sideways, back-
wards and forwards, for about 8 minutes. It has a wingspan of 6.5 inches and weighs only 19 
grams—less than a single AA battery.10  

•	 Blimps. By mid-2012, the Air Force aims to fly a massive, 370-foot long blimp over 
Afghanistan.11 Some blimps are envisioned as high-altitude craft, up to 300 feet in diam-
eter, that would compete with satellites, while others would be low-altitude craft that would 
allow the police to monitor the streets. Supporters say they are more cost-effective than 
other craft due to their ability to stay aloft for extended periods.12

•	 Satellites. While not precisely drones, space satellites raise many of the same issues. In 
2007 the Department of Homeland Security approved a plan to allow U.S. law enforcement 
to turn the nation’s powerful spy satellites inward for use domestically.13 The program, 
which was run by the blandly named “National Applications Office,” provoked continuing 
objections from members of Congress as well as privacy and civil liberties groups,14 which 
raised numerous questions about the program’s unclear legal basis, its inadequate privacy 
controls and the worrisome implications of using military assets for domestic law enforce-

9 AeroVironment brochure, online at http://www.avinc.com/downloads/Raven_Domestic_1210.pdf; AeroVironment web page on 
the Wasp at http://www.avinc.com/uas/small_uas/wasp/; Carrie Kahn, “It’s A Bird! It’s A Plane!  It’s A Drone!” National Public 
Radio, March 14, 2011, online at http://www.npr.org/2011/03/14/134533552/its-a-bird-its-a-plane-its-a-drone; “Drones on the 
home front,” Washington Post, Jan. 23, 2011, online at http://www.washingtonpost.com/wp-srv/special/nation/drone-gallery/. 

10 W.J. Hennigan, “It’s a bird! It’s a spy! It’s both,” Los Angeles Times, Feb. 17, 2011, online at http://articles.latimes.com/2011/
feb/17/business/la-fi-hummingbird-drone-20110217. 

11 Noah Shachtman, “Look: Giant Spy Blimp Dwarfs 18-Wheeler,” Wired.com, Oct. 7, 2011, online at http://www.wired.com/
dangerroom/2011/10/giant-blimp-dwarfs-truck.

12 On high-altitude blimps see Elliott Minor, “Interest Growing in ‘Security’ Blimps,” Associated Press, April 27, 
2004, available online at http://www.rustysforum.com/cgi-bin/domains/com/rustysforum/frc_bb/ultimatebb.
cgi?ubb=next_topic&f=1&t=000807&go=older; on low-altitude blimps see e.g. James Nelson, “Utah city may use 
blimp as anti-crime spy in the sky,” Reuters, Jan. 16, 2011, online at http://www.reuters.com/article/2011/01/16/
us-crime-blimp-utah-idUSTRE70F1DJ20110116. 

13 See Joby Warrick, “Domestic Use of Spy Satellites To Widen,” Washington Post, Aug. 16, 2007, online at http://www.wash-
ingtonpost.com/wp-dyn/content/article/2007/08/15/AR2007081502430.html; Siobhan Gorman, “Satellite-Surveillance 
Program to Begin Despite Privacy Concerns,” Wall Street Journal, Oct. 1, 2008, online at http://online.wsj.com/article/
SB122282336428992785.html. 

14 Congressional testimony on this issue by the ACLU, which helped prod Congress on the issue, is available online at http://www.
aclu.org/privacy/gen/31835prs20070906.html

http://www.avinc.com/downloads/Raven_Domestic_1210.pdf
http://www.avinc.com/uas/small_uas/wasp/
http://www.npr.org/2011/03/14/134533552/its-a-bird-its-a-plane-its-a-drone
http://www.washingtonpost.com/wp-srv/special/nation/drone-gallery/
http://articles.latimes.com/2011/feb/17/business/la-fi-hummingbird-drone-20110217
http://articles.latimes.com/2011/feb/17/business/la-fi-hummingbird-drone-20110217
http://www.wired.com/dangerroom/2011/10/giant-blimp-dwarfs-truck
http://www.wired.com/dangerroom/2011/10/giant-blimp-dwarfs-truck
http://www.rustysforum.com/cgi-bin/domains/com/rustysforum/frc_bb/ultimatebb.cgi?ubb=next_topic&f=1&t=000807&go=older
http://www.rustysforum.com/cgi-bin/domains/com/rustysforum/frc_bb/ultimatebb.cgi?ubb=next_topic&f=1&t=000807&go=older
http://www.reuters.com/article/2011/01/16/us-crime-blimp-utah-idUSTRE70F1DJ20110116
http://www.reuters.com/article/2011/01/16/us-crime-blimp-utah-idUSTRE70F1DJ20110116
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ment. Amid continuing debate, DHS decided in 2009 to end the program.15 It is unclear what 
the precise capabilities and limits of the nation’s spy satellite system are in terms of the 
resolution of the images they take, their ability to target specific geographic areas, and the 
degree to which they utilize thermal and other forms of imaging that reveal details not vis-
ible to the naked eye. It is known that their telescopes can peer at the surface of the earth 
in great detail.

Drone capabilities—today and in the future

The aircraft themselves are steadily improving and, as with so many technologies, that is likely to 
continue. They are becoming smaller. The military and law enforcement are keenly interested in 
developing small drones, which have the advantages of being versatile, cheap to buy and main-
tain, and in some cases so small and quiet that they will escape notice.16 They are also becoming 
cheaper. The amazing continual decreases in the prices of electronics that have become normal 
in our time all but guarantee that the surveillance technologies attached to UAVs will become 
less expensive and yet more powerful—and with mass production, the aircraft that carry those 
electronics will become inexpensive enough for a police department to fill the skies over a town 
with them.

Drones are also becoming smarter. Artificial intelligence advances will likely help drones carry 
out spying missions. Korean researchers, for example, are working to teach robots how to hide 
from and sneak up upon a subject.17 They also will have better staying power, with a greater ability 
to stay aloft for longer periods of time. Mechanisms for increasing time aloft could include solar 
power, or the use of blimps or gliders.18

Although the primary uses of drones so far have been military, even on overseas battlefields their 
main use is surveillance. The larger drones can be fitted with weapons or other heavy payloads, 
but all of them can carry cameras and other imaging technologies that have developed amazing 
capabilities in recent years and are likely to become even more capable in the near future.  

15 Spencer S. Hsu, “DHS to Cut Police Access to Spy-Satellite Data,” Washington Post, June 24, 2009, online at http://www.wash-
ingtonpost.com/wp-dyn/content/article/2009/06/23/AR2009062302060.htm; DHS, “Secretary Napolitano Announces Decision 
to End National Applications Office Program,” DHS press release, June 23, 2009, online at http://www.dhs.gov/ynews/releases/
pr_1245785980174.shtm. 

16 W.J. Hennigan, “It’s a bird! It’s a spy! It’s both,” Los Angeles Times, Feb. 17, 2011, online at http://articles.latimes.com/2011/
feb/17/business/la-fi-hummingbird-drone-20110217.

17 M. Ryan Calo, “Robots and Privacy,” April 2010, online at http://ssrn.com/abstract=1599189. 

18 “Gliders Emerge As Surveillance UAVs,” Aviation Week, June 8, 2010, online at http://www.aviationweek.com/aw/generic/
story_generic.jsp?topicName=ila_2010&id=news/awx/2010/06/08/awx_06_08_2010_p0-232627.xml; James Nelson, “Utah 
city may use blimp as anti-crime spy in the sky,” Reuters, Jan. 16, 2011, online at http://www.reuters.com/article/2011/01/16/
us-crime-blimp-utah-idUSTRE70F1DJ20110116; Ned Smith, “Solar-powered UAV can stay aloft 5 years,” TechNewsDaily, 
Sept. 22, 2010, online at http://www.msnbc.msn.com/id/39313306/ns/technology_and_science-tech_and_gadgets/t/
solar-powered-uav-can-stay-aloft-years.
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Except for possibly the very lightest craft, drones can 
carry the full range of advanced surveillance technolo-
gies that have been developed—and are likely to be 
developed—including:

•	 High-power zoom lenses. UAVs can carry increas-
ingly powerful lenses that allow significant zoom-
ing, increasing the chance that individuals will 
come under scrutiny from faraway aircraft with-
out knowing it. And the density of photo sensors is growing at an exponential pace (in line 
with Moore’s law), allowing for higher and higher resolution photos to be taken for the same 
price camera.19

•	 Night vision. Infrared and ultraviolet imaging enable night vision by capturing light outside 
the spectrum visible to the human eye. Infrared imaging (also known as thermal imaging) 
shows heat emitted by an object, and so is especially suited for identifying humans and 
animals in the dark.20 Ultraviolet (UV) imaging can detect some materials not visible in natu-
ral or infrared light, and can also be used to enhance detail; for instance, it can be used to 
image surface textures not apparent in visible light.21 Moving forward, thermal imaging is 
likely to improve—for example becoming more sensitive and available at higher resolutions.

•	 See-through imaging. The military is developing radar technologies that can see through 
ceilings and walls and allow the tracking of human targets even when they are inside build-
ings.22 A technology called Synthetic Aperture Radar, for example, can see through cloudy 
and dusty conditions and through foliage, and has the potential to penetrate the earth and 
walls.23

•	 Video analytics. This field seeks to apply artificial intelligence techniques not just to collect 
but also to “watch” video. The technology has been improving rapidly, and can recognize and 
respond to specific people, events, and objects.24 One of the most significant uses would be to 
continually track individuals or vehicles as they move about, using face recognition or other 

19 Nathan Myhrvold, “Moore’s Law Corollary: Pixel Power,” New York Times, June 7, 2006, online at http://www.nytimes.
com/2006/06/07/technology/circuits/07essay.html. Moore’s law is the observation that the number of transistors that can be 
placed on an integrated circuit—and therefore broadly speaking the power of computers—doubles approximately every two 
years. It has held true for over 50 years.  

20 NASA Science Mission Directorate, “Infrared Energy,” Mission: Science, 2010, online at http://missionscience.nasa.gov/
ems/07_infraredwaves.html.

21 Austin Richards, “Digital Reflected-Ultraviolet Imaging,” Advanced Imaging, Apr. 2006, online at http://www.uvcorder.com/pdf/
ADI0406%20Component%2018-20.pdf.

22 See e.g., William Saletan, “Nowhere To Hide,” Slate.com, Sept. 17, 2008, online at http://www.slate.com/articles/health_and_
science/human_nature/2008/09/nowhere_to_hide.html; Greg Miller and Julian E. Barnes, “Special drones pursue militias,” Los 
Angeles Times, Sept. 12, 2008, online at http://articles.latimes.com/2008/sep/12/world/fg-pakistan12. 

23 “Ground Moving Target Indicator (GMTI) Radar Discrimination of Combatants versus Animals in Severe Clutter,” DARPA, undat-
ed document (topic number SB082-019), online at http://www.dodsbir.net/sitis/archives_display_topic.asp?Bookmark=32303. 
Sandia National Laboratories, “Synthetic Aperture Radar Applications,” undated, online at http://www.sandia.gov/radar/
sarapps.html; Alicia Tejada, “MIT Develops New Radar Technology: Military Could See Through Walls,” ABC News, Oct. 20, 
2011, online at http://abcnews.go.com/Technology/radar-technology-mit-walls/story?id=14773871.

24 Vigilant Video, online at http://www.vigilantvideo.com (last visited Aug. 12, 2011).
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bodily characteristics.25 It might also be used to identify particular movement patterns as 
“suspicious,” or to identify and flag changes in routines, buildings or grounds.26 Computers 
performing these tasks have a distinct advantage over human observers, because as one 
observer summed it up, “machines do not blink or forget. They are tireless assistants.”27

•	 Distributed video. A large number of cheap, autonomous UAVs working in concert like a 
swarm of insects could provide surveillance capabilities impossible with just a few vehi-
cles.28 The Air Force is testing a system called 
“Gorgon Stare,” which uses multiple video cameras 
that “will be looking at a whole city, so there will be 
no way for the adversary to know what we’re looking 
at, and we can see everything,” as an Air Force offi-
cer enthused to the Washington Post. The Air Force 
is seeking to put the system on a craft that can stay 
airborne for up to two weeks—and the Department 
of Homeland Security is exploring the technology for 
possible domestic applications.29

Current status of domestic deployment 

So far the federal government has restricted law enforcement’s use of drones out of concern for 
the safety of the airspace. But those restrictions may soon be loosened, and law enforcement has 
a strong interest in deploying drones as a cheap way to conduct surveillance that is now prohibi-
tively expensive.30 Already, limited deployments of UAVs have been made, including: 

•	 Along the border. Since 2005, the Customs and Border Protection agency (CBP) has oper-
ated UAVs along the border. It currently operates seven Predator B drones, which are con-
trolled remotely by pilots sitting in Arizona, North Dakota, and Florida, and hopes to expand 
that number to 24 by 2016, with 11 of those assigned to the southwest border and the rest 

25 Noah Shachtman, “Army Tracking Plan: Drones That Never Forget a Face,” Wired.com, Sept. 28, 2011, online at http://www.
wired.com/dangerroom/2011/09/drones-never-forget-a-face/. 

26 On change detection, see Sandia National Laboratories, “Synthetic Aperture Radar Applications,” undated, online at http://
www.sandia.gov/radar/sarapps.html.

27 Steve Lohr, “Computers That See You and Keep Watch Over You,” New York Times, Jan. 1, 2011, online at http://www.nytimes.
com/2011/01/02/science/02see.html.

28 Darren Quick, “Boeing demonstrates swarm technology,” Gizmag.com, Aug. 22, 2011, online at http://www.gizmag.com/
uav-swarm-technology/19581/. 

29 Ellen Nakashima and Craig Whitlock, “With Air Force’s Gorgon Drone ‘we can see everything’, Washington Post, Jan. 2, 2011, 
online at http://www.washingtonpost.com/wp-dyn/content/article/2011/01/01/AR2011010102690.html. 

30 Yochi J. Dreazen, “From Pakistan, With Love: The technology used to monitor the skies over Waziristan is com-
ing to your hometown,” National Journal, March 10, 2011, online at http://www.nationaljournal.com/magazine/
drones-may-be-coming-to-your-hometown-20110313.
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a whole city, so there will be no 
way for the adversary to know 
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—AIR FORCE MAJ. GEN. JAMES O. POSS
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elsewhere.31 As of September 1, 2010, CBP drones patrol the entire length of the southern 
border.32 Starting in February, the Department of Defense moved beyond the border, sending 
drones deep into Mexico in an effort to gather information about major drug traffickers as 
part of the Mexican drug war.33 

•	 The Los Angeles Times reported in December 2011 that CBP has been making its Predator 
drones available for domestic law enforcement operations by local police departments, 
and federal agencies such as the FBI and the Drug Enforcement Administration have used 
Predators inside the United States as well. This expanded use of the Predators was carried 
out with no public knowledge or debate.34

•	 The police department in rural Mesa County, Colorado 
won FAA permission in early 2011 to operate its 
Draganflyer drones anywhere in the county, the first 
time a police department had won permission to oper-
ate in such a broad area.35

•	 The Miami police have also won permission to test 
drones, which they have been doing for more than 18 
months with two 18-pound Honeywell aircraft, one 
of which they obtained with a grant from the federal government and the other of which 
Honeywell is loaning them. But they may only fly them over the everglades and no higher 
than 400 feet.36 

•	 Police in Houston, Texas attempted to carry out secret tests of a drone in 2007, which were 
discovered and filmed by local television reporters. After a police spokesperson allowed that 
drones might ultimately be used to issue traffic tickets, support for the program reportedly 
collapsed.37

31 “UAS Overview,” U.S. Customs and Border Protection, Aug. 31, 2010, online at http://www.cbp.gov/xp/cgov/border_security/
air_marine/uas_program/uasoverview.xml; Leslie Berestein, “Drones’ Aim: Smugglers,” San Diego Union-Tribune, Dec. 4, 
2009, online at http://www.signonsandiego.com/news/2009/dec/04/drones-aim-smugglers/; General Accountability Office, 
“Observations on the Costs and Benefits of an Increased Department of Defense Role in Helping to Secure the Southwest Land 
Border,” GAO-11-856R, Sept. 12, 2011, online at http://www.gao.gov/products/GAO-11-856R.

32 “U.S. Drones to Watch Entire Mexico Border from September 1,” Reuters, Aug. 30, 2010, online at http://www.reuters.com/
article/2010/08/30/us-usa-immigration-security-idUSTRE67T5DK20100830.

33 Ginger Thompson and Mark Mazzetti, “U.S. Drones Fight Mexican Drug Trade,” New York Times, Mar. 15, 2011, online at http://
www.nytimes.com/2011/03/16/world/americas/16drug.html.

34 Brian Bennett, “Police employ Predator drone spy planes on home front,” Los Angeles Times, Dec. 10, 2011, online at http://
www.latimes.com/news/nationworld/nation/la-na-drone-arrest-20111211,0,72624,full.story.

35 The FAA requires the operator to keep the craft within line of sight, and below 400 feet, however. John Dzenitis, “Cop Drone 
Stirs Big Brother Debate,” KREX News Channel 5, Feb. 10, 2011, online at http://www.krextv.com/news/around-the-region/
Cop-Drone-Stirs-Big-Brother-Debate-115796764.html; Shawn Zeller, “Unmanned Planes Take Off,” Congressional Quarterly 
Weekly—Vantage Point, April 11, 2011, p. 785.  

36 Yochi J. Dreazen, “From Pakistan, With Love: The technology used to monitor the skies over Waziristan is com-
ing to your hometown,” National Journal, March 10, 2011, online at http://www.nationaljournal.com/magazine/
drones-may-be-coming-to-your-hometown-20110313.

37 Stephen Dean, “Local 2 Investigates Police Secrecy Behind Unmanned Aircraft Test,” KPRC Local 2 News Houston, Nov. 21, 
2007, online at http://www.click2houston.com/investigates/14659066/detail.html; Peter Finn, “Domestic use of aerial drones 
by law enforcement likely to prompt privacy debate,” Washington Post, Jan. 23, 2011, online at http://www.washingtonpost.com/
wp-dyn/content/article/2011/01/22/AR2011012204111.html.
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•	 Police in Arlington, Texas received a drone to help with security during the Super Bowl in 
February 2011 and FAA permission to deploy it for “training and evaluation” purposes in 
unpopulated areas.38

•	 The Texas Department of Public Safety has also been using unmanned surveillance aircraft 
for specific police operations. In one operation, they used a bird-sized “Wasp” aircraft for 
aerial surveillance as part of an operation in which a search warrant was executed on pri-
vate property and a suspect arrested.39

•	 In 2011 the city of Ogden, Utah sought FAA permission to deploy an autonomous unmanned 
blimp for surveillance and crime prevention.40

•	 Hawaii has taken steps toward federal approval to fly drones for surveillance over its har-
bors, a plan that was reportedly “under review” by the state governor.41

•	 National Guard units around the country also operate drones to train for their use overseas. 
Brigades in 30 states have or are receiving AAI Shadow UAVs, which have a 14-foot wingspan 
and can fly 15,000 feet high.42 The New York Air National Guard, meanwhile, deploys the 
much larger (66-foot wingspan) Reaper drone. The military is barred by law from engaging 
in domestic law enforcement, but Guard soldiers do practice their aerial tracking skills by 
following random civilian vehicles driving near the Adirondacks.43

Pressure on the FAA to loosen the rules

Despite strong interest in deploying drones from law enforcement, so far the domestic use of 
drones has been held back by the Federal Aviation Administration (FAA), which is responsible for 
the safety of the nation’s airspace and has been proceeding very cautiously.44 Any entity wishing to 

38 “Arlington, Texas hopes to keep aerial drone,” Homeland Security Newswire, May 17, 2011, online at http://www.homelandsecuri-
tynewswire.com/arlington-texas-hopes-keep-aerial-drone. 

39 Peter Finn, “Domestic use of aerial drones by law enforcement likely to prompt privacy debate,” Washington Post, Jan. 23, 2011, 
online at http://www.washingtonpost.com/wp-dyn/content/article/2011/01/22/AR2011012204111.html. 

40 James Nelson, “Utah city may use blimp as anti-crime spy in the sky,” Reuters, Jan. 16, 2011, online at http://www.reuters.
com/article/2011/01/16/us-crime-blimp-utah-idUSTRE70F1DJ20110116; Tim Gurrister, “Ogden blimp may be patrolling 
by Christmas,” Standard-Examiner [Ogden, Utah], August 31, 2011, online at http://www.standard.net/stories/2011/08/29/
ogden-blimp-may-be-patrolling-christmas.

41 Jim Dooley, “State Surveillance Drones ‘Under Review,’” Hawaii Reporter, Feb. 1, 2011, online at http://www.hawaiireporter.com/
state-surveillance-drones-under-review/123. 

42 William Cole, “Hawaii Guard gets flock of Shadow UAVs,” Honolulu Star Advertiser, May 25, 2011, online at http://www.staradver-
tiser.com/news/hawaiinews/20110525_hawaii_guard_gets_flock_of_shadow_UAVs.html. 

43 Dave Tobin, “Unmanned drones, controlled by Air National Guard from Hancock Airfield, will fly over the 
Adirondacks,” Post-Standard [Syracuse, NY], Feb. 6, 2011, online at http://www.syracuse.com/news/index.ssf/2011/02/
unmanned_drones_controlled_by.html. 

44 The FAA’s rules for “Unmanned Aircraft Operations in the National Airspace System,” effective March 28, 2011, are online at 
http://www.faa.gov/documentLibrary/media/Notice/N7210.766.pdf. 
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operate a UAV must obtain permission from the agency,45 and the FAA has only permitted a small 
number of domestic law enforcement agencies to do so—and attaches strict conditions to their 
flights.46 

However, the FAA is coming under increasing pressure from 
industry and its allies in Congress, as well as law enforcement 
agencies, to open the skies to UAVs. Aerospace companies 
are looking beyond Iraq, Pakistan and Afghanistan and see a 
potentially lucrative domestic market for their technology, and 
supporters argue that the United States must loosen restric-
tions on the technology so that the nation can be a leader in 
the industry.47 Manufacturers have formed a trade associa-

tion, the Association for Unmanned Vehicle Systems International.48 Pressure is also coming from 
states; for example Oklahoma, hoping to help retain and attract aerospace businesses, is pushing 
to create an 80-mile corridor where drones could fly without specific FAA permission.49

Proposed legislation would require the FAA to grant permits more quickly and allow broader use 
of the technology by 2015.50 Meanwhile, amid the mounting pressure, the FAA is planning to cre-
ate a more permissive approval system for commercial UAV operations, which have been severely 
restricted until now.51

The FAA’s caution is understandable—the prospect of unmanned flying robots being introduced 
into the national air space obviously raises very serious safety issues. Groups representing pilots 
and aircraft operators have expressed concern about UAVs, and have argued that they should not 

45 In 2006 the Los Angeles County Sheriff was slapped down by the FAA after they tested a surveillance drone without agency per-
mission. Lynn Doan and Ashraf Khalil, “FAA Grounds L.A. Sheriff’s Drone Air Force,” Los Angeles Times, June 22, 2006, online 
at http://articles.latimes.com/2006/jun/22/local/me-drone22. The agency also told police in Gaston County, N.C. that a 15-pound 
drone they were testing could not be flown without permission. Yochi J. Dreazen, “From Pakistan, With Love: The technology 
used to monitor the skies over Waziristan is coming to your hometown,” National Journal, March 10, 2011, online at http://www.
nationaljournal.com/magazine/drones-may-be-coming-to-your-hometown-20110313.

46  Peter Finn, “Domestic use of aerial drones by law enforcement likely to prompt privacy debate,” Washington Post, Jan. 23, 2011, 
online at http://www.washingtonpost.com/wp-dyn/content/article/2011/01/22/AR2011012204111.html. The FAA sometimes also 
grants the military swaths of restricted airspace where UAVs can be freely flown. For the private sector, getting permission to 
fly a UAV is much harder; they are only granted for research and development, demonstrations, and crew training. Although 
rules permit their operation by hobbyists, commercial uses of UAVs are not permitted. Government entities wishing to fly 
drones (from law enforcement at all levels to state universities to the Department of Defense) must obtain a certificate from the 
FAA (a “Certificate of Waiver or Authorization,” or COA). The permit available to non-government parties is called the “Special 
Airworthiness Certificate—Experimental Category.” The FAA’s regulations, “Unmanned Aircraft Operations in the National 
Airspace System,” effective March 28, 2011, are online at http://www.faa.gov/documentLibrary/media/Notice/N7210.766.pdf.  

47 Yochi J. Dreazen, “From Pakistan, With Love: The technology used to monitor the skies over Waziristan is com-
ing to your hometown,” National Journal, March 10, 2011, online at http://www.nationaljournal.com/magazine/
drones-may-be-coming-to-your-hometown-20110313.

48 See Association for Unmanned Vehicle Systems International website, http://www.auvsi.org/Home.

49 Neal Ungerleider, “Oklahoma Wants To Reserve Airspace For Drones,” Talking Points Memo Idea Lab, July 26, 2011, online at 
http://idealab.talkingpointsmemo.com/2011/07/oklahoma-blocks-off-airspace-for-drones.php. 

50 Shawn Zeller, “Unmanned Planes Take Off,” Congressional Quarterly Weekly—Vantage Point, April 11, 2011, p. 785.  

51 U.S. Dep’t of Transp., Report on DOT Significant Rulemakings: FAA, Aug. 2011, online at http://regs.dot.gov/rulemak-
ings/201108/FAA.htm#11.  
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be permitted to operate in the National Air Space unless 
they have the same ability as all other aircraft to fly under 
visual flight rules, and can be certified to the same level 
as manned aircraft.52 A number of domestic UAV accidents 
have been reported; in 2006, for example, a Predator B 
drone operated by Customs and Border Protection (CBP) 
crashed along the U.S.-Mexico border.53 In 2009 North Little 
Rock’s unmanned helicopter crashed due to a “software 
failure.”54 In 2010, a Mexican drone crashed into the back 
yard of an El Paso home. 55 And that same year, a military drone experiencing what the Navy called 
a “software problem” flew off course and entered restricted Washington, DC airspace.56 According 
to government data, UAVs experience an accident rate over 7 times higher than general aviation, 
and 353 times higher than in commercial aviation.57

Just as the FAA is carefully evaluating the safety implications of drones, so too should we be 
evaluating the privacy implications of this new technology. We need clear privacy rules so that we 
can enjoy the benefits drones have to offer in many contexts, without having to worry that they are 
being used to trample our privacy.  

UAVs and privacy

With the federal government likely to permit more widespread use of drones, and the technology 
likely to become ever more powerful, the question becomes: what role will drones play in American 
life? Based on current trends—technology development, law enforcement interest, political and 

52 Statement of Andrew V. Cebula, Aircraft Owners and Pilots Association, before the House Committee on Transportation and 
Infrastructure, Aviation Subcommittee, on Unmanned Aerial Vehicles in the National Airspace System, March 29, 2006, online at 
http://www.aopa.org/whatsnew/newsitems/2006/060329uav-testimony.html. 

53 Geoff Carrigan, Dave Long, M.L. Cummings, John Duffner, “Human Factors Analysis of Predator B Crash,” MIT Humans and 
Automation Lab (2008), online at http://web.mit.edu/aeroastro/labs/halab/papers/Carrigan_AUVSI.pdf. 

54 “North Little Rock Police Department UAV Crashes During Training,” Aero News Network, June 24, 2009, online at http://www.
aero-news.net/index.cfm?do=main.textpost&id=d356535f-4aab-4037-aa50-ccf9cf2c65de. Documents obtained by the ACLU 
of Arkansas connected with North Little Rock’s acquisition of UAVs include discussion of various failure modes for the craft, 
including “Lost link,” “Lost communications,” “computer hardware or software failure,” “GPS failure,” “engine failure,” and “fly 
away.” Letter on “Public aircraft,” North Little Rock [Arkansas] Police Department, Jan. 30, 2008, online at https://www.aclu.
org/technology-and-liberty/letter-drone-failure-modes. 

55 Diana Washington Valdez and Daniel Borunda, “Mexican drone crashes in backyard of El Paso home,” El Paso Times, Dec. 17, 
2010, online at http://www.elpasotimes.com/ci_16875462.  

56 Peter Finn, “Domestic use of aerial drones by law enforcement likely to prompt privacy debate,” Washington Post, Jan. 23, 2011, 
online at http://www.washingtonpost.com/wp-dyn/content/article/2011/01/22/AR2011012204111.html.

57 Statement of Nancy Kalinowski, Vice President for System Operations Services, FAA, before the House of Representatives 
Committee on Homeland Security, Subcommittee on Border, Maritime, and Global Counterterrorism on the Role of Unmanned 
Aerial Systems on Border Security, July 15, 2010, online at http://www.faa.gov/news/testimony/news_story.cfm?newsId=11599.  
Statement of Henry Krakowski, Chief Operating Officer, Air Traffic Organization, FAA, before the Senate Committee on 
Commerce, Science, & Transportation, Subcommittee on Aviation Operations, Safety, & Security, Sept. 13, 2010, online at 
http://www.faa.gov/news/testimony/news_story.cfm?newsId=11841.
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industry pressure, and the lack of legal safeguards—it 
is clear that drones pose a looming threat to Americans’ 
privacy. The reasons for concern reach across a number 
of different dimensions:

•	 Mission creep. Even where UAVs are being envi-
sioned for search and rescue, fighting wildfires, 
and in dangerous tactical police operations, they 
are likely to be quickly embraced by law enforce-
ment around the nation for other, more controver-
sial purposes. The police in Ogden, Utah think that 
floating a surveillance blimp above their city “will 
be a deterrent to crime when it is out and about.”58 In Houston, police suggested that drones 
could possibly be used for writing traffic tickets.59 The potential result is that they become 
commonplace in American life.60

•	 Tracking. The Justice Department currently claims the authority to monitor Americans’ 
comings and goings using GPS tracking devices—without a warrant. Fleets of UAVs, inter-
connected and augmented with analytics software, could enable the mass tracking of vehi-
cles and pedestrians around a wide area. 

•	 New uses. The use of drones could also be expanded from surveillance to actual interven-
tion in law enforcement situations on the ground. Airborne technologies could be developed 
that could, for example, be used to control or dispel protesters (perhaps by deploying tear 
gas or other technologies), stop a fleeing vehicle, or even deploy weapons.61

In addition, drones raise many of the same issues that pervasive video surveillance brings in any 
context. For example: 

•	 Chilling effects. What would be the effect on our public spaces, and our society as a whole, 
if everyone felt the keen eye of the government on their backs whenever they ventured out-
doors? Psychologists have repeatedly found that people who are being observed tend to 
behave differently, and make different decisions, than when they are not being watched.  
This effect is so great that a recent study found that “merely hanging up posters of staring 
human eyes is enough to significantly change people’s behavior.”62

58 James Nelson, “Utah city may use blimp as anti-crime spy in the sky,” Reuters, Jan. 16, 2011, online at http://www.reuters.
com/article/2011/01/16/us-crime-blimp-utah-idUSTRE70F1DJ20110116.

59 Stephen Dean, “Police line up to use drones on patrol after Houston secret test,” Houston Examiner, Jan. 11, 2010, online at 
http://www.examiner.com/page-one-in-houston/police-line-up-to-use-drones-on-patrol-after-houston-secret-test.

60 Joseph Nevins, “Robocop: Drones at Home,” Boston Review, January/February 2011, online at http://www.bostonreview.net/
BR36.1/nevins.php.

61 Stephen Dean, “New Police Drone Near Houston Could Carry Weapons,” KPRC Houston, Nov. 10, 2011, online at http://www.
click2houston.com/news/New-Police-Drone-Near-Houston-Could-Carry-Weapons/-/1735978/4717922/-/59xnnez/-/index.html. 

62 Sander van der Linden, “How the Illusion of Being Observed Can Make You a Better Person,” Scientific American, May 3, 2011, 
online at http://www.scientificamerican.com/article.cfm?id=how-the-illusion-of-being-observed-can-make-you-better-person; 
M. Ryan Calo, “People Can Be So Fake: A New Dimension to Privacy and Technology Scholarship,” 114 Penn St. L. Rev. 809, 
online at http://www.pennstatelawreview.org/articles/114/114%20Penn%20St.%20L.%20Rev.%20809.pdf. 
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•	 Voyeurism. Video surveillance is susceptible to individual abuse, including voyeurism. In 
2004, a couple making love on a dark nighttime rooftop balcony, where they had every reason 
to expect they enjoyed privacy, were filmed for nearly four minutes by a New York police heli-
copter using night vision. This is the kind of abuse that could become commonplace if drone 
technology enters widespread use. (Rather than apologize, NYPD officials flatly denied that 
this filming constituted an abuse, telling a television reporter, “this is what police in helicop-
ters are supposed to do, check out people to make sure no one is … doing anything illegal”).63

•	 Discriminatory targeting. The individuals operating surveillance systems bring to the job all 
their existing prejudices and biases. In Great Britain, camera operators have been found to 
focus disproportionately on people of color. According to a sociological study of how the sys-
tems were operated, “Black people were between one-and-a-half and two-and-a-half times 
more likely to be surveilled than one would expect from their presence in the population.”64

•	 Institutional abuse. In addition to abuse by the inevitable “bad apples” within law enforce-
ment, there is also the danger of institutional abuse. Sometimes, bad policies are set at the 
top, and an entire law enforcement agency is turned toward abusive ends. That is especially 
prone to happen in periods of social turmoil and intense political conflict.  During the labor, 
civil rights, and anti-Vietnam war movements of the 20th century, the FBI and other security 
agencies engaged in systematic illegal behavior against those challenging the status quo. 
And once again today we are seeing an upsurge in spying against peaceful political protest-
ers across America.65

•	 Automated enforcement. Drones are part of a trend 
toward automated law enforcement, in which cameras 
and other technologies are used to mete out justice 
with little or no human intervention. This trend raises 
a variety of concerns, such as the fact that computers 
lack the judgment to fairly evaluate the circumstances 
surrounding a supposed violation, and may be suscep-
tible to bugs and other software errors, or simply are 
not programmed to fairly and properly encapsulate 
the state of the law as passed by legislatures.66

One point that is often made with regards to new surveillance technologies is that, while they 
may increase government surveillance of individuals, they can also increase individuals’ ability to 

63 “Did NYPD Cameras Invade A Couple’s Privacy?” WCBS-TV report, Feb. 24, 2005, video no longer available online; Jim Dwyer, 
“Police Video Caught a Couple’s Intimate Moment on a Manhattan Rooftop,” New York Times, Dec. 22, 2005, online at http://
www.nytimes.com/2005/12/22/nyregion/22rooftop.html.

64 Clive Norris and Gary Armstrong, “The Unforgiving Eye: CCTV Surveillance in Public Spaces,” Centre for Criminology and 
Criminal Justice at Hull University, 1997. 

65 See ACLU “Spyfiles” web site at www.aclu.org/spyfiles.

66 Danielle Keats Citron, “Technological Due Process,” 85 Washington University Law Review 1249 (2008), online at http://lawre-
view.wustl.edu/inprint/85/6/Citron.pdf. 
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record the activities of officials, which can serve as a check on their power.67 Too often, however, 
the authorities seek to increase their surveillance over individuals (for example, by installing sur-
veillance cameras throughout public spaces) while restricting individuals’ ability to use that same 
technology as a check against their power (for example, by attempting to prevent individuals from 
videotaping police68). Already, security experts have started expressing concern that unmanned 
aircraft could be used for terrorism69—which naturally raises the question: will individuals be able 
to make use of the new technology for their own purposes, or will government seek a monopoly 
over the new technology by citing fears of its use for terrorism? 

The Fourth Amendment restricts the use of drones

With drone technology holding so much potential to increase 
routine surveillance in American life, one key question is the 
extent to which our laws will protect us. The courts should 
impose limits on the use of drones for surveillance, prohibit-
ing them from becoming pervasive.

The Supreme Court has never taken a position on whether 
the Fourth Amendment places limits on government use of UAV surveillance. However, it allowed 
some warrantless aerial surveillance from manned aircraft.

•	 In the 1986 decision California v. Ciraolo, the Supreme Court focused on whether an indi-
vidual has a privacy interest in being free from aerial surveillance of his backyard. The police 
had received a tip that Dante Ciraolo was growing marijuana in his backyard, but high fences 
prevented them from viewing his backyard from the street. The police borrowed a plane, 
flew it over the backyard and easily spotted marijuana plants growing there. Ciraolo argued 
that his Fourth Amendment rights were violated because the government did not get a war-
rant. The Court rejected this argument, explaining that there was no intrusion into his pri-
vacy because “[a]ny member of the public flying in this airspace who glanced down could 
have seen everything that these officers observed.”70

•	 In Dow Chemical Co. v. United States, also decided in 1986, the Supreme Court addressed 
whether the Environmental Protection Agency violated Dow’s Fourth Amendment rights 
when it employed a commercial aerial photographer to use a precision aerial mapping cam-
era to take photographs of a chemical plant.  The Court found no violation, in part because 

67 See David Brin, The Transparent Society (New York: Basic Books, 1998). 

68 See Jay Stanley, “You Have Every Right to Photograph That Cop,” ACLU, online at http://www.aclu.org/free-speech/
you-have-every-right-photograph-cop. 

69 Agence France Press, “Flying Robot Attacks ‘Unstoppable’ Say Experts,” Agence France Press, May 11, 2006, available online at 
http://www.rense.com/general71/sspm.htm. 

70 476 U.S. 207 (1986).
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the camera the EPA used was a “conventional, albeit precise, commercial camera com-
monly used in mapmaking,” and “the photographs here are not so revealing of intimate 
details as to raise constitutional concerns.” However, the Court suggested that the use of 
more sophisticated, intrusive surveillance might justify a different result. It wrote, “surveil-
lance of private property by using highly sophisticated surveillance equipment not generally 
available to the public, such as satellite technology, might be constitutionally proscribed 
absent a warrant.”71

•	 In Florida v. Riley, decided in 1989, the police had received a tip that Michael Riley was grow-
ing marijuana in a greenhouse on the property surrounding his home. The interior of the 
greenhouse was not visible from the ground outside the property, and the greenhouse had a 
ceiling, though two panels in the ceiling were missing. A police officer flew over the green-
house and spotted marijuana through the openings in the roof. While no reasoning com-
manded a majority of the Court, four justices concluded that its decision in Ciraolo applied 
because Riley had left part of the greenhouse open to public view, and so the search was 
constitutional.72

Because of their potential for pervasive use in ordinary law enforcement operations and capacity 
for revealing far more than the naked eye, drones pose a more serious threat to privacy than do 
manned flights. There are good reasons to believe that they may implicate Fourth Amendment 
rights in ways that manned flights do not.

Government use of UAVs equipped with technology that dramatically improves on human vision 
or captures something humans cannot see (such thermal or x-ray images) should be scruti-
nized especially closely by the courts. This follows from the Supreme Court’s statement in Dow 
Chemical that using sophisticated technology not generally available to the public may be consid-
ered a search under the Fourth Amendment. It is also suggested by the 2001 case Kyllo v. United 
States, in which the court rejected the use of thermal imaging devices to peer into a suspect’s 
home without a warrant.73

Further, the Supreme Court has suggested that the pervasive or continuous use of a surveillance 
technology may heighten Fourth Amendment concerns. In United States v. Knotts, the Supreme 
Court addressed whether attaching primitive “beeper” tracking technology to a car violated the 
driver’s Fourth Amendment rights.74 Although it concluded that the use of the beeper in that 
case did not violate the Fourth Amendment, it held that if “such dragnet type law enforcement 
practices” as “twenty-four hour surveillance of any citizen of this country” ever arose, it would 
determine if different constitutional principles would be applicable. Citing to this language in 
Knotts, the federal appeals court in Washington D.C. recently ruled that attaching a GPS device 
to a person’s car and tracking his movements for 28 days fell into this category of dragnet-type 

71 Dow Chemical Co. v. United States, 476 U.S. 227 (1986).

72 Florida v. Riley, 488 U.S. 445 (1989).

73 533 U.S. 27 (2001).

74 United States v. Knotts, 460 U.S. 276, 283-84 (1983).
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surveillance and held that the government’s warrantless tracking violated the Fourth Amendment. 

75 That case is now up on review before the Supreme Court. Because drones allow for surveillance 
at least as pervasive and continuous as GPS tracking, the courts should recognize that the Fourth 
Amendment places restrictions on their use.

With drones as in so many areas, the technology is moving far more rapidly than our jurispru-
dence, and it is important that the courts keep the Constitution relevant in the world of high tech-
nology in which we are increasingly going to be living. 

Recommendations

UAVs are potentially extremely powerful surveillance tools, and that power, like all government 
power, needs to be subject to checks and balances. Like any tool, UAVs have the potential to be 

used for good or ill. If we can set some good privacy ground 
rules, our society can enjoy the benefits of this technol-
ogy without having to worry about its darker potentials. We 
impose regulations on what law enforcement can do all the 
time, for example allowing law enforcement to take a ther-
mal image of someone’s home only when they get a warrant. 
We need to impose rules, limits and regulations on UAVs as 
well in order to preserve the privacy Americans have always 
expected and enjoyed.

The ACLU recommends at a minimum the following core measures be enacted to ensure that this 
happens: 

•	 Usage	 restrictions.	UAVs should be subject to strict regulation to ensure that their use 
does not eviscerate the privacy that Americans have traditionally enjoyed and rightly expect.  
Innocent Americans should not have to worry that their activities will be scrutinized by 
drones. To this end, the use of drones should be prohibited for indiscriminate mass surveil-
lance, for example, or for spying based on First Amendment-protected activities. In general, 
drones should not be deployed except:

o where there are specific and articulable grounds to believe that the drone will collect evi-
dence relating to a specific instance of criminal wrongdoing or, if the drone will intrude 
upon reasonable expectations of privacy, where the government has obtained a warrant 
based on probable cause; or

o where there is a geographically confined, time-limited emergency situation in which 
particular individuals’ lives are at risk, such as a fire, hostage crisis, or person lost in the 
wilderness; or

75 United States v. Maynard, 615 F.3d 544, 556 (2010).
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o for reasonable non-law enforcement purposes by non-law enforcement agencies, where 
privacy will not be substantially affected, such as geological inspections or environmen-
tal surveys, and where the surveillance will not be used for secondary law enforcement 
purposes. 

•	 Image	retention	restrictions.	Images of identifiable individuals captured by aerial surveil-
lance technologies should not be retained or shared unless there is reasonable suspicion 
that the images contain evidence of criminal activity or are relevant to an ongoing investiga-
tion or pending criminal trial.

•	 Public	notice.	The policies and procedures for the use of aerial surveillance technologies 
should be explicit and written, and should made public. While it is legitimate for the police to 
keep the details of particular investigations confidential, policy decisions regarding overall 
deployment policies—including the privacy tradeoffs they may entail—are a public matter 
that should be openly discussed. 

•	 Democratic	control.	Deployment and policy decisions surrounding UAVs should be demo-
cratically decided based on open information—not made on the fly by police departments 
simply by virtue of federal grants or other autonomous purchasing decisions or departmen-
tal policy fiats. 

•	 Auditing	 and	 effectiveness	 tracking.	 Investments in UAVs should not be made without 
a clear, systematic examination of the costs and benefits involved. And if aerial surveil-
lance technology is deployed, independent audits should be put in place to track the use of 
UAVs by government, so that citizens and other watchdogs can tell generally how and how 
often they are being used, whether the original rationale for their deployment is holding up, 
whether they represent a worthwhile public expenditure, and whether they are being used 
for improper or expanded purposes.



 
 
 
 
 
 
 
 
 
 
 

EXHIBIT 7 



We’re All Terrorists Now 
Posted by David Rittgers 

The Tennessee ACLU sent a letter to public schools warning them not to celebrate Christmas as a 
religious holiday. The Tennessee Fusion Center (H/T Uncle) put the communication on its map of 
“terrorism events and other suspicious activity”: 

“ACLU cautions Tennessee schools about observing ‘one religious holiday,’” the website’s explanation 
reads. 

Also among the map’s highlights: “McMinn County Teen Brings Gun to School,” and “Turkish National 
Salih Acarbulut Indicted in Chattanooga for Alleged $12 million Ponzi Scheme.” 

Mike Browning, a spokesman for the Fusion Center, said “that was a mistake” to label the ACLU letter as 
a suspicious activity. He said the Fusion Center meant to use the icon that means merely general 
information. The icon was changed after the ACLU sent its news release, he said. 

“It’s still on the map,” Browning told The City Paper. “It has been reclassified into the general 
information category.” 

But a look at the website shows there is no icon for general information. Instead, the icon for the ACLU 
letter now signifies “general terrorism news,” according to the website’s legend. 
This follows a long line of fusion center and DHS reports labeling broad swaths of the public as a threat 
to national security. The North Texas Fusion System labeled Muslim lobbyists as a potential threat; a 
DHS analyst in Wisconsin thought both pro- and anti-abortion activists were worrisome; a Pennsylvania 
homeland security contractor watched environmental activists, Tea Party groups, and a Second 
Amendment rally; the Maryland State Police put anti-death penalty and anti-war activistsin a federal 
terrorism database; a fusion center in Missouri thought that all third-party voters and Ron Paul 
supporters were a threat; and the Department of Homeland Security described half of the American 
political spectrum as “right wing extremists.” 

The ACLU fusion center report and update lay out some good background on these issues, and 
theSpyfiles report describes how monitoring lawful dissent has become routine for police departments 
around the nation. Cato hosted Mike German, a former FBI counterterrorism agent and co-author of the 
ACLU fusion report at a forum on fusion centers, available here. 

David Rittgers • February 2, 2011 @ 10:02 am  

Filed under: Law and Civil Liberties 
Tags: aclu, civil liberties, counterterrorism programs, dhs, fusion centers 
	  



 
 
 
 
 
 
 
 
 
 
 

EXHIBIT 8 



If the federal government announced it was creating a new domestic intelligence agency made up of
over 800,000 operatives dispersed throughout every American city and town, filing reports on even the
most common everyday behaviors, Americans would revolt.  Yet this is exactly what the Bush adminis-
tration is trying to do with its little-noticed National Strategy for Information Sharing, which establishes
state, local and regional “fusion centers” as a primary mechanism for the collection and dissemination
of domestic intelligence.1

In November 2007, the American Civil Liberties Union issued a report entitled “What’s Wrong with
Fusion Centers.”2 Extrapolating from a few troublesome incidents and comments made by state and
federal officials, and mindful of the nation’s long history of abuse with regard to domestic “intelligence”
gathering at all levels of government, we warned about the potential dangers of these rising new insti-
tutions. We pointed out that, while diverse and often still in the early stages of formation, they often
seem to be characterized by ambiguous lines of authority, excessive secrecy, troubling private-sector
and military participation, and an apparent bent toward suspicionless information collection and data
mining. We urged policymakers to examine this incipient network of institutions closely and, at a mini-
mum, to put rigorous safeguards in place to ensure that fusion centers would not become the means
for another wave of such abuses.

In the six months since our report, new press accounts have borne out many of our warnings. In just
that short time, news accounts have reported overzealous intelligence gathering, the expansion of
uncontrolled access to data on innocent people, hostility to open government laws, abusive entangle-
ments between security agencies and the private sector, and lax protections for personally identifiable
information.  

Overall, it is becoming increasingly clear that fusion centers are part of a new domestic intelligence
apparatus. The elements of this nascent domestic surveillance system include:

• Watching and recording the everyday activities of an ever-growing list of individuals
• Channeling the flow of the resulting reports into a centralized security agency
• Sifting through (“data mining”) these reports and databases with computers to identify individuals 

for closer scrutiny

Such a system, if allowed to permeate our society, would be nothing less than the creation of a total surveil-
lance society.  

Recent reports have confirmed each of these elements.  

MONITORING EVERYDAY BEHAVIOR

In April 2008, the Wall Street Journal and the Los Angeles Times both reported on a new Los Angeles
Police Department order that compels LAPD officers to begin reporting “suspicious behaviors” in addi-
tion to their other duties—creating a stream of “intelligence” about a host of everyday activities that,
according to documents, will be fed to the local fusion center.3
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LAPD Special Order #11, dated March 5, 2008, states that it is the policy of the LAPD to “gather, record,
and analyze information of a criminal or non-criminal nature, that could indicate activity or intentions
related to either foreign or domestic terrorism,” and includes a list of 65 behaviors LAPD officers “shall”
report.4 The list includes such innocuous, clearly subjective, and First Amendment protected activities as: 

- taking measurements
- using binoculars
- taking pictures or video footage “with no apparent esthetic value” 
- abandoning vehicle
- drawing diagrams
- taking notes
- espousing extremist views

Most people engage in one or more of these activities on a routine, if not daily, basis. Terrorists eat, but it
would be absurd to investigate everyone who eats. The behaviors identified by the LAPD are so common-
place and ordinary that the monitoring or reporting of them is scarcely any less absurd. This overbroad
reporting authority gives law enforcement officers justification to harass practically anyone they choose,
to collect personal information, and to pass such information along to the intelligence community.  

Suspicious activity report (SAR) policing opens the door to racial profiling and other improper police
behavior, and exposes law-abiding people to government prying into their private affairs without just
cause. This concern is not just hypothetical; the Associated Press has reported that new, forthcoming
Attorney General Guidelines for the FBI will authorize opening investigations without evidence of wrong-
doing, based solely on terrorist profiles that use race and ethnicity as risk factors.5 No less an authority
than former Attorney General John Ashcroft has called racial profiling “an unconstitutional deprivation of
equal protection.”6

Moreover, the LAPD’s collection of “non-criminal” information runs afoul of Title 28, Part 23 of the Code
of Federal Regulations, which states that law enforcement agencies:

shall collect and maintain criminal intelligence information concerning an individual only if there
is reasonable suspicion that the individual is involved in criminal conduct or activity and the informa-
tion is relevant to that criminal conduct or activity.7

And it isn’t just that SAR policing is illegal, it’s also ineffective and counterproductive. These orders, if
taken seriously by LAPD officers on the beat, can yield only one outcome: an ocean of data about inno-
cent individuals that will dominate the investigative resources of the authorities. The police should
instead focus their efforts and resources where there is a reasonable indication of misconduct. The LAPD
cannot maintain the support of the community it serves if the department is viewed as a collection of
spies instead of peace officers.

TURNING LOCAL POLICE OFFICERS 
INTO NATIONAL DOMESTIC INTELLIGENCE AGENTS

Rather than criticize the LAPD efforts, the Office of the Director of National Intelligence said the LAPD
program “should be a national model.”8 Not surprisingly, in June 2008 the Departments of Justice and
Homeland Security teamed with the Major City Chiefs Association to issue a report recommending
expanding the LAPD SAR program to other U.S. cities.9
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In fact, just a few weeks before the LAPD order was issued, the Director of National Intelligence published
new “functional standards” for suspicious activity reports that a program like the LAPD’s would generate.10

The sequential timing of the DNI’s functional standards, the LAPD SAR order and the Major City Chiefs’
recommendations creates more than a little suspicion that these efforts are closely coordinated.  

The DNI standards actually encourage state and local law enforcement to report non-criminal suspicious
activities to the intelligence community by defining the scope of suspicious activity as “observed behavior
that may be indicative of intelligence gathering or pre-operational planning related to terrorism, criminal,
or other illicit intention.”11 What might constitute “other illicit intention” is not defined in the document but
it is clearly something other than “criminal.” The Major City Chiefs’ report contains a diagram that illus-
trates the organizational processing of a SAR, which shows that information deemed “terrorist related”
would be forwarded to fusion centers before “reasonable suspicion” is established.12 This process clearly
reflects the intent to retain information where no reasonable suspicion of criminal activity exists.

Defenders of these suspicious activity reports (SARs) claim they aren’t a privacy concern because they
would not include “personally identifiable information.” But the DNI standards also re-work the term
“personally identifiable information” to allow the collection and retention of specific data that could be
used to distinguish or trace an individual's identity.13 For instance, imagine a police officer stopping you for
taking pictures and asking for identification to compile an SAR [see box]. Under the DNI functional stan-
dards your name and driver’s license number would be removed from the SAR before it was distributed—
but your date of birth, height, weight, race, hair and eye color, driver’s license state, date of issue and date
of expiration would all be reported. It is logical to conclude that this detailed information could be traced
back to a particular individual. How this information could later be used, analyzed and mined by the intelli-
gence community or private sector entities participating in fusion centers is completely unknown.

THE INCREASING COLLECTION OF DATA FOR DOMESTIC INTELLIGENCE

Rather than recognizing the dangers of fusion centers and taking measures to rein in domestic intelli-
gence activities, fusion center proponents in federal, state and local government have expanded the
nature and scope of information they collect. 

The Washington Post reported in April of 2008 that fusion centers have increasing access to Americans’
private information through an array of databases.14 In addition to access to FBI and even CIA records,
fusion centers often have subscriptions with private data brokers such as Accurint, ChoicePoint, Lexis-
Nexus, and LocatePlus, a database containing cellphone numbers and unpublished telephone records.
According to the article, fusion centers have access to millions of “suspicious activity reports” sent to the
Treasury Department’s Financial Crimes Enforcement Network, as well as hundreds of thousands of
identity theft reports kept by the Federal Trade Commission.  

Some fusion centers appear to have unique access to particular databases or particular types of infor-
mation, based perhaps on each individual state’s laws or guidelines:    

Pennsylvania buys credit reports and uses face-recognition software to examine driver's license
photos, while analysts in Rhode Island have access to car-rental databases. In Maryland, authori-
ties rely on a little-known data broker called Entersect, which claims it maintains 12 billion
records about 98 percent of Americans... Massachusetts… taps a private system called
ClaimSearch that includes a “nationwide database that provides information on insurance
claims, including vehicles, casualty claims and property claims.”15
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The fusion centers’ access to these kinds of databases raises urgent questions about the lack of controls
over law enforcement’s use of large pools of data on innocent Americans. Because of the unfortunate his-
tory of abuse in which law enforcement and national security agencies kept files on the political activities
of innocent Americans, the federal government adopted Title 28, Part 23 of the Code of Federal
Regulations which bars those agencies from compiling dossiers on people not involved in wrongdoing. But
commercial databases such as these, which collect as much information about as many Americans as
they can, offer law enforcement an end-run around laws designed to protect privacy. The police don’t
“maintain” such dossiers anymore, but if they are just a few keystrokes away, the effect is the same—
especially when all that innocent information is combined with Suspicious Activity Reports and other data
that only government can access.  

Even more troubling is the fact that these centers are networked together and seamlessly exchange
information with the intelligence community through the Director of National Intelligence’s Information
Sharing Environment (ISE). The Washington Post report was based on a document produced from a sur-
vey of fusion centers, which shows their intent to maximize the access each of the fusion centers has to
the various databases. This would allow a state fusion center that under state law or local policy is pro-
hibited from buying credit reports, as an example, to circumvent its own restrictions by simply calling a
fusion center in Pennsylvania to and asking Pennsylvania authorities to access the records it wants to
analyze. This “policy shopping” process guts state and local privacy protections and gives the participat-
ing agencies, including the federal intelligence community, access to information they may not legally
have on their own.

This outcome is not an accident, but rather the intended result of a national strategy. Fusion center pro-
ponents consciously regard the “800,000 plus law enforcement officers across the country... as “the ‘eyes
and ears’ of an extended national security community,”16 and the Office of the Director of National
Intelligence encourages the intelligence community to consider all state and local government officials
as “the first line of defense in a very deep line of information assets.”17

The federal government’s increasing efforts to formalize, standardize, and network these state, local, and
regional intelligence centers—and plug them directly into the intelligence community’s Information
Sharing Environment—are the functional equivalent of creating a new national domestic intelligence
agency that deputizes a broad range of personnel from all levels of government, the private sector, and
the military to spy on their fellow Americans.

THE PERFECT STORM: 
THE LOS ANGELES COUNTY TERRORISM EARLY WARNING CENTER

The San Diego Union-Tribune recently exposed a scandal linking a police task force called the Los Angeles
County Terrorism Early Warning Center (LACTEW) to an intelligence fiasco that can only be described as
a “perfect storm” of the problems identified in the ACLU’s November 2007 fusion center report.18 This one
has it all:

• Spying on religious groups in violation of the First Amendment
• Military involvement in domestic spying in violation of the Posse Comitatus Act
• Police officers and military personnel engaged in illegal activity to further their 

perceived intelligence mission
• A lack of security over classified material and a lack of oversight over the activities 

of “trusted” insiders
• The reported involvement of private defense contractors
• Excessive secrecy that shields all the other problems from public view

FUSION CENTER UPDATE    4



LACTEW, established in 1996, has often been described as the first fusion center. It has also been recom-
mended as a model for others to emulate.19 FBI Supervisory Special Agent William A. Forsyth described
the methods employed by the LACTEW in a Naval Postgraduate School thesis published before the scan-
dal came to light: “[t]he TEW utilizes data-mining tools, as well as standardized “Intelligence Preparation
for Operations (IPO)” products to build all-source situational awareness and a common operating picture
for the interagency response community.”20 According to 2006 congressional testimony, the LACTEW has
now “evolved” into the Joint Regional Intelligence Center (JRIC) in Los Angeles.21

According to the Union-Tribune reports, a group of military reservists and law enforcement officers led by
the co-founder of the LACTEW engaged in a years-long conspiracy to steal highly classified intelligence
files from the Strategic Technical Operations Center (STOC) located at the U.S. Marine Corps Base at
Camp Pendleton, California and secret surveillance reports from the U.S. Northern Command headquar-
ters in Colorado Springs, Colorado. Some of the stolen files reportedly “pertained to surveillance of
Muslim communities in Southern California,” including mosques in L.A. and San Diego, and revealed “a
federal surveillance program targeting Muslim groups” in the United States. The scheme apparently
began in 2001 when the LACTEW co-founder called a civilian analyst at U.S. Northern Command to ask
that she surreptitiously supply the LACTEW with military surveillance reports. The National Security
Agency’s involvement in the investigation hints that these records may relate to warrantless domestic
surveillance operations conducted by the military.

Though some involved in the theft ring have claimed “patriotic” motives—the desire to share secret mili-
tary intelligence with local law enforcement—the Union-Tribune reports indicate the possibility of finan-
cial motives for the crimes. Investigators are looking into allegations that the records were passed to
defense contractors “in exchange for future employment” opportunities. Employees of one of the compa-
nies mentioned in the article, Kroll and Associates, a “risk assessment” firm, reportedly had ties to the
LACTEW.22

The thefts of intelligence files were not uncovered through internal oversight mechanisms at the
LACTEW, the STOC or the JRIC, but rather by accident, through a military investigation into stolen Iraq
war trophies. Search warrants executed at a Carlsbad, California apartment and storage lockers in
Carlsbad and Manassas, Virginia located the war booty, along with boxes of highly classified FBI and
Department of Defense intelligence files.  

The easy circumvention of the security of these centers by corrupt insiders reveals what little protections
are given to the data government is collecting about Americans. We may never know the nature of the
surveillance these authorities conducted, with whom they shared the resulting information, or the risks
associated with its unauthorized disclosure because the “[l]egal proceedings in the case will probably be
conducted in private.”23 LACTEW is a prime example of the combination of overzealous intelligence col-
lection and inadequate oversight leading to “an intelligence nightmare.”24 As we warned in our report,
giving profit-driven entities access to valuable intelligence information poses a grave risk to security and
to the privacy rights of those caught in the web of surveillance.

If LACTEW is to be a “model” for anything, it should be seen as a shining example of the need for policy
makers to construct mechanisms for tight oversight over fusion centers, lest they continue to become
centers for out-of-control public-private surveillance and data-collection abuses. 
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The threat that suspicious activity reporting poses to law-abiding people is not
hypothetical. There have been numerous reports of police stopping, questioning,
even arresting individuals based on nothing more than certain perfectly lawful
activities listed in the LAPD order. Whether these specific reports have actually
been shared with fusion centers or not, they are exactly the kind of “intelligence”
that the centers are ostensibly being created to collect. These reports include:

Taking video footage

- Sheriff’s deputies in Texas stopped an Al-Jazeera television crew that was
filming on a public road more than a mile away from a nuclear power plant and
conducted “extensive background checks” on them. The police said they “found
no criminal history or other problems.”25

Taking pictures

- Mariam Jukaku, a 24-year old Muslim-American journalism student at
Syracuse University, was stopped by Veterans Affairs police in New York for tak-
ing photographs of flags in front of a VA building as part of a class assignment.
After taking her into an office for interrogation and taking her driver’s license the
police deleted the photographs from her digital camera before releasing her.26

- Shirley Scheier, a 54-year-old artist and Associate Professor of Fine Art at the
University of Washington was stopped by police in Washington State for taking
pictures of power lines as part of an art project. Police frisked and handcuffed
Scheier, and placed her in the back of a police car for almost half an hour. She
was eventually released, after officers photographed maps that Scheier used to
find the power station. The officers also told her she would be contacted by the
FBI about the incident.27

- Neftaly Cruz, a 21-year-old senior at Penn State, was arrested in his own
backyard in Philadelphia for snapping a picture of police activity in his neighbor-
hood with a cell phone camera. He was taken down to the police station where
police threatened to charge him with conspiracy, impeding police, and obstruc-
tion of justice, but he was later released without charge.28

Expressing political and religious beliefs

- After making public comments criticizing the FBI’s treatment of Muslims in
Pittsburgh, Dr. Moniem El-Ganayni, a nuclear physicist and naturalized American
citizen had his security clearance improperly revoked by the U.S. Department of
Energy (DOE) despite 18 years of dedicated service. Though they never told him
the reason his clearance was revoked, during seven hours of interviews, repre-
sentatives from the DOE and the FBI never alleged a breach of security but
instead questioned El-Ganayni about his religious beliefs, his work as an imam
in the Pennsylvania prison system, his political views about the U.S. war in Iraq,
and the speeches he’d made in local mosques criticizing the FBI.29



Taking measurements

- A Middle Eastern man in traditional clothing sparked a three-day police man-
hunt in Chicago when a passenger on the bus he was riding notified the police
that he was clicking a hand counter during the trip. A Joint Terrorism Task Force
investigation into the episode revealed he was using the counter to keep track of
his daily prayers, a common Muslim practice.30

A ONE-WAY MIRROR?

Even as fusion centers are positioned to learn more and more about the American public, authorities are
moving to ensure that the public knows less and less about fusion centers. In particular, there appears to
be an effort by the federal government to coerce states into exempting their fusion centers from state
open government laws.31 For those living in Virginia, it’s already too late; the Virginia General Assembly
passed a law in April 2008 exempting the state’s fusion center from the Freedom of Information Act.32

According to comments by the commander of the Virginia State Police Criminal Intelligence Division and
the administrative head of the center, the federal government pressured Virginia into passing the law,
with the threat of withholding classified information if it didn’t.33 Such efforts suggest there is a real dan-
ger fusion centers will become a “one-way mirror” in which citizens are subject to ever-greater scrutiny
by the authorities, even while the authorities are increasingly protected from scrutiny by the public.  

Another example of the “one way mirror” emerged recently in Massachusetts, where the ACLU of
Massachusetts recently obtained a copy of the Commonwealth Fusion Center’s (CFC’s) “Standard
Operating Procedures.”34 The procedures allow undercover police officers to attend public meetings to
gather intelligence even when there is no reasonable suspicion of illegal activity. These guidelines also
authorize “inquiries and investigations” when “oral or written statements advocate unlawful or violent
activity, to determine whether there exists a real threat,” which is clearly First Amendment-protected
activity. The hazards of such a policy were revealed in a recent incident at Harvard University, where a
plain-clothes Harvard University detective was caught photographing people at a peaceful protest for
“intelligence gathering” purposes.35 HUPD officers are sworn special State Police officers with deputy
sheriff powers, and they often work “in conjunction with other agencies, including the Massachusetts
State Police, Boston Police, Cambridge Police, Somerville Police, and many federal agencies.”36 A univer-
sity spokesman refused to say what the HUPD does with the photographs it takes for “intelligence gath-
ering” purposes, so it is unknown whether this information was shared with the CFC. What is clear is
that this type of unwarranted police surveillance of First Amendment-protected activity is exactly what
the CFC Standard Operating Procedures explicitly authorize.  

It is ironic that even as police increasingly challenge the right of regular citizens to take photographs in
public places [see box], police themselves are busy photographing citizens peacefully exercising their
First Amendment rights.  

MISSION CREEP: MOVING FROM TERRORISTS TO PEACE ACTIVISTS

Police in Maryland appear to have followed practices similar to those authorized in the Massachusetts
standard operating procedures. According to documents released in response to an ACLU lawsuit, the
Maryland State Police (MSP) used undercover officers to spy on non-violent peace activists and anti-
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death penalty groups. The undercover agents consistently reported that the activists acted legally at all
times, yet the investigations continued for over 14 months. Information about the groups’ political activi-
ties gathered during the investigations “was shared with seven different agencies, including the National
Security Agency and an un-named military intelligence official.”37 A longtime peace activist who was an
apparent target of the surveillance, Max Obuszewski, had his identifying information entered into a feder-
al database under the “primary crime” heading of “Terrorism—anti-government,” even though absolutely
no violent activity was even alleged in the reports.38 The information was uploaded into a federal drug
task force database that is accessible by the Maryland fusion center, the Maryland Coordination and
Analysis Center (MCAC).39

We do not know whether the MCAC was aware of these MSP investigations or whether the “intelligence”
the MSP gathered was shared through the fusion process, but fusion centers are clearly intended to be
the central focal point for sharing terrorism-related information. If the MCAC was not aware of the infor-
mation the state police collected over the 14 months of this supposed terrorism investigation, this fact
would call into question whether the MCAC is accomplishing its mission. If the MCAC takes in informa-
tion from its participating members, however, the fusion center itself should be responsible for deter-
mining whether the “intelligence” it receives is being appropriately collected. It can do that by, for exam-
ple, enforcing strict guidelines and conditions of participation on its sources and participants.  

For Mr. Obuszewski, in any case, the impact of being listed as a terrorist in a federal database is simply
unknowable in the current climate of secrecy surrounding these intelligence programs.

Mr. Obuszewski’s experience is all too typical of what we have seen in the United States for many
decades—new police and surveillance powers, granted to the authorities out of fear of terrorism, end up
being deployed against peace activists and other political dissenters. It has happened before—police
departments employed “red squads” and the FBI ran a dirty-tricks program called COINTELPRO—and
now it is happening yet again. It is a disturbing sign that our policy makers have not learned from that
long history.

We can’t afford to be in the dark about fusion centers. And just because the government isn’t announcing
this domestic surveillance program in grand style the way it has with other surveillance programs, does-
n’t mean we can ignore it. Given the broad scope of information fusion centers collect, process and dis-
seminate, it would be irresponsible not to enforce vigorous public oversight. We have to make sure our
Congress and our state legislatures know it’s up to them to guard our privacy and to impose appropriate
oversight controls and accountability standards on these out-of-control data-gathering monsters.  
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Air Force Shoots Down Runaway Drone Over 
Afghanistan 
By Jeremy Hsu Posted 09.14.2009 at 2:31 pm16 Comments 
 

 

Reaper Gone Rogue Human pilots: still good for shooting down wayward unmanned aerial systems U.S. Air Force 
A drone pilot's nightmare came true when operators lost control of an armed MQ-9 Reaper flying a combat mission over 

Afghanistan on Sunday. That led a manned U.S. aircraft to shoot down the unresponsive drone before it flew beyond the edge of 
Afghanistan airspace. 

The U.S. Air Force stated that a manned aircraft took "proactive measures" to shoot down the Reaper, which ended up 
crashing into the side of a mountain. Reaper drones have typically engaged in hunter-killer missions over Iraq, Afghanistan and 
Pakistan by targeting enemies on the ground with Hellfire missiles. 

More than one drone has fallen out of the sky over the past few days. Aviation Weekly noted that a smaller MQ-1 
Predator crashed on September 11 at Creech Air Force Base in Nevada, and another Predator just crashed today in Iraq for reasons 
other than hostile fire. 

But the Reaper incident in particular raises questions about the backup control systems over unmanned aerial systems, and 
what steps are available to prevent drones from falling into enemy hands when they go rogue. 



Both the Reaper and Predator have a "zero out" function that permits operators to wipe their data remotely. Still, that 
might not work if the link between operator and drone goes dead. 

Such "lost link" incidents actually represent common troubles for the two drone types. Predator pilots constantly update a 
set pattern for their drones, so that the plane will loiter in that pattern if it loses communication with its operator (which happens 
frequently). The drones are even programmed to automatically head toward home to reestablish contact if the link remains dead for 
too long. 

If communications cannot be restored and the failsafe measures fail (as they appear to have here), current drones lack 
remote-kill or self-destruct mechanisms. Prior crashes or incidents have required ground forces to secure the area, or manned 
aircraft to destroy the damaged asset. 

These issues have special relevance for today's U.S. Air Force, which has scrambled toreinvent itself and train 
thousands of pilots to keep up with the demand for unmanned missions. We're still far from fearing self-aware drones or machines 
running amok, but a "dumb" drone without adequate human control represents no less a worry for commanders. 
[via Aviation Weekly; Additional Reporting by Eric Hagerman] 
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ABSTRACT

Test results are presented from over-the-air civil GPS
spoofing tests from a non-negligible stand-off dis-
tance. These tests were performed at White Sands
Missile Range (WSMR) against two systems depen-
dent on civil GPS, a civilian unmanned aerial vehi-
cle (UAV) and a GPS time-reference receiver used in
“smart grid” measurement devices. The tests against
the civil UAV demonstrated that the UAV could be
hijacked by a GPS spoofer by altering the UAV’s per-
ceived location. The tests against the time-reference
receiver demonstrated the spoofer’s capability of pre-
cisely controlling timing from a distance, which means
a spoofer could manipulate measurements used for
smart grid control without requiring physical access
to the measurement devices. Implications of spoofing
attacks against each of these systems are also given.
Recommendations are presented for regulations re-
garding GPS receivers used in critical infrastructure
applications. These recommendations include creat-
ing a certification process by which receivers are de-
clared spoof-resistant if they are able to detect or mit-
igate spoofing attacks in a set of canned scenarios.
The recommendations also call for a mandate that
only spoof-resistant receivers be used in applications
classified by the Department of Homeland Security
(DHS) as national critical infrastructure.

I. Introduction

The design of the Global Positioning System came
together over Labor Day weekend in 1973. A group
of hard-working engineers, mostly Air Force officers,
decided over that weekend that the GPS satellites
would broadcast two different types of signals, a pre-
cise military signal and a so-called clear access or C/A
signal. The military signal would later be encrypted
to prevent unauthorized use and imitation. But the
clear access signal, true to its name, would be freely
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accessible to all. Detailed and accurate specifications
for the clear access signal were later distributed to
encourage its use.

The early designers of the GPS system, for whose
tireless efforts we are all indebted, knew GPS was go-
ing to be valuable for civilians across the globe, but
they never could have imagined just how valuable.
An intentional degradation of the C/A signals called
selective availability was discontinued by presidential
order in 2000. Instantaneously, every GPS receiver
across the globe went from errors the size of a foot-
ball field to errors the size of a small room. It is hard
to overstate the impact of this improvement in ac-
curacy. Before selective availability was turned off,
there were no in-car navigation systems giving turn-
by-turn directions, because back then civilian GPS
could not tell you what block you were on, let alone
what street. For geolocation, accuracy matters.

Things have only improved over the last decade.
With more ground stations, better algorithms, more
open-access signals, and better receivers, civil GPS—
the family of open-access signals to which all civilians
have access—can now tell you not only what street
you are on, but what part of the street. The accuracy,
transparency, and low cost of civil GPS have enabled
a firestorm of innovation. After 2000, any engineer
designing a system for which accurate timing or lo-
cation was important found GPS to be an almost ir-
resistible option. As a result, civil GPS receivers are
built deeply into our national infrastructure: from
our smartphones to our cars to the Internet to the
power grid to our banking and finance institutions.
Some call GPS the invisible utility: it works silently,
and for the most part perfectly reliably, in devices all
around us of which we are scarcely aware.

However, the same transparency and predictability
that has made civil GPS signals so wildly popular has
given rise to a significant vulnerability. Transparency
and predictability make the civil GPS signals easy
to imitate or counterfeit. Civil GPS signals are like
Monopoly money: they have a detailed structure but
no built-in protection against forgery. The fact that
civil GPS is so easy to counterfeit, or “spoof,” would
not be of importance if GPS were not so popular and
its use so widespread. However, this is not the case.

In 2001, the U.S. Department of Transportation (US-
DOT) evaluated the transportation infrastructure’s
GPS vulnerability and first raised concern over the

threat of GPS spoofers [1]. The USDOT report noted
the absence of any off-the-shelf defense against this
type of attack and recommended a study to charac-
terize spoofing effects and observables. In 2008, re-
searchers demonstrated that an inexpensive portable
software-defined GPS spoofer could be built from off-
the-shelf components, again highlighting the threat
of spoofing [2].

GPS spoofing is the act of producing a falsified ver-
sion of the GPS signal with the goal of taking con-
trol of a target GPS receiver’s position-velocity-time
(PVT) solution. This is most effectively accomplished
when the spoofer has knowledge of the GPS signal as
seen by the target receiver so that the spoofer can pro-
duce a matched, falsified version of the signal. In the
case of military signals, this type of attack is nearly
impossible because the military signal is encrypted
and therefore unpredictable to a would-be spoofer.
The civil GPS signal, on the other hand, is publicly-
known and readily predictable.

In recent years, civil GPS spoofing has been recog-
nized as a serious threat to many critical infrastruc-
ture applications which rely heavily on the publicly-
known civil GPS signal. A number of promising
methods are currently being developed to defend
against civil GPS spoofing attacks, but it will still
take a number of years before these technologies ma-
ture and are implemented on a wide scale. Currently,
there is a complete absence of any off-the-shelf de-
fense against a GPS spoofing attack.

On invitation from the Department of Homeland Se-
curity (DHS), unclassified spoofing tests were per-
formed against two different systems dependent on
civil GPS, a civilian unmanned aerial vehicle (UAV)
and a GPS time-reference receiver used in “smart
grid” measurement devices. These tests took place
at White Sands Missile Range (WSMR) on June 19,
2012 during the DHS GYPSY test exercise. In these
tests, the capability of a spoofer, developed by the
University of Texas at Austin (UT) Radionavigation
Lab, to alter the timing and positioning of GPS re-
ceivers in these two applications was demonstrated
over-the-air from a stand-off distance of about 620
m.

This report details the tests performed at WSMR
during the DHS GYPSY test exercise and the spoofer
used for the tests. A discussion of the effects of GPS
spoofing attacks on the two tested systems is also
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provided. Finally, recommendations for regulations
on spoofing resistance are presented.

II. Background

A. Civil UAVs

A.1 Iran Drone Incident

In December 2011, Iran captured a U.S. Central In-
telligence Agency (CIA) surveillance drone with only
minor damage to the undercarriage of the drone,
likely due to a rough landing when captured. An
Iranian engineer claimed in an interview that “Iran
managed to jam the drone’s communication links to
American operators” causing the drone to shift into
an autopilot mode that relies solely on GPS to guide
itself back to its home base in Afghanistan. With the
drone in this state, the Iranian engineer claimed that
“Iran spoofed the drone’s GPS system with false co-
ordinates, fooling it into thinking it was close to home
and landing into Iran’s clutches” [3].

Although the Iranian claims are highly questionable,
this incident left many unanswered questions as to the
security of GPS systems on unmanned aerial vehicles
(UAVs). The CIA drone should have been guiding
itself based on the encrypted military GPS signals,
which would be incredibly difficult to spoof. How-
ever, some experts have conjectured that simultane-
ous jamming of the military signals and spoofing of
the civilian signals might have worked if the drone
had been programmed to fall back on the civilian
GPS signals in the event that the military signals
were jammed. This raises the question: How diffi-
cult would it be to spoof a UAV guiding itself based
on civilian GPS signals?

A.2 FAA Modernization and Reform Act of 2012

In February 2012, the U.S. Congress passed the FAA
Modernization and Reform Act of 2012. According to
the Library of Congress summary, this act “requires
the Secretary [of Transportation] to develop a plan
to accelerate safely the integration by September 30,
2015, of civil unmanned aircraft systems (UASes, or
drones) into the national airspace system [and] de-
termine if certain drones may operate safely in the
national airspace system before completion of the
plan” [4].

Such civilian UAVs would be primarily guided by civil
GPS, which has been shown to be readily spoofa-
ble in the lab. This would create a significant po-
tential hazard in the national airspace if the prob-
lem of civil GPS spoofing is not fixed. Thousands
of civilian UAVs (operated by postal services, police
departments, research institutions, and others) could
populate the skies in only a few years while still be-
ing vulnerable to remote hijacking via GPS spoofing.
The passing of the FAA Modernization Act further
emphasizes the need to examine the vulnerability of
UAVs to GPS spoofing.

B. Synchrophasors

As electric power grids continue to expand through-
out the world and transmission lines are pushed to
their operating limits, the dynamic operation of the
power system has become more of a concern and more
difficult to accurately model. More effective real-time
system control is now seen as key to preventing wide-
scale cascading outages like the 2003 Northeast Black-
out [5]. For years, electric power control centers have
estimated the state of the power system (the posi-
tive sequence voltage and phase angle at each net-
work node) from measurements of power flows. But
for improved accuracy in the so-called power system
state estimates, it will be necessary to feed existing
estimators with a richer measurement ensemble or to
measure the grid state directly.

Alternating current (AC) quantities have been ana-
lyzed for over 100 years using a construct developed
by Charles Proteus Steinmetz in 1893, known as a
“phasor” [6]. In power systems, the phasor construct
has commonly been used for analyzing AC quantities,
assuming a constant frequency. A relatively new syn-
chronization technique which allows referencing mea-
sured current or voltage phasors to absolute time has
been developed and is currently being implemented
throughout the world. The measurements produced
by this technique are known as “synchronized phasor
measurements” or “synchrophasors.” Synchropha-
sors provide a real-time snapshot of current and volt-
age amplitudes and phases across a power system,
and so can give a complete picture of the state of
a power system at any instant in time. This makes
synchrophasors useful for measurement, analysis, and
control of the power grid.

A device used to measure synchrophasors is called
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a phasor measurement unit (PMU). In a typical de-
ployment, PMUs are integrated in protective relays
and are sampled from widely dispersed locations in
the power system network [7]. In order to make ac-
curate measurements of phase angles, PMUs must
have a synchronized timing source accurate to better
than 26.5 µs according to the IEEE C37.118 Standard
“Synchrophasors for Power Systems” [8]. PMUs are
synchronized with respect to the common time source
of a GPS time-reference receiver to satisfy this accu-
racy requirement. This raises two questions:

1. Can a civil GPS spoofer cause the time-reference
receivers used to synchronize PMUs to violate the
IEEE standard for synchrophasor measurements in a
realistic scenario?

2. What effects could violating the standard have on
control systems reliant on synchrophasor measure-
ments?

III. Civil GPS Spoofing

The spoofer used for these tests was an improved ver-
sion of the spoofer originally reported in Ref. [2]. A
picture of the civil GPS spoofer, developed by the
UT Radionavigation Laboratory, is shown in Fig. 1.
It is the only spoofer reported in open literature to
date that is capable of precisely aligning the spread-
ing codes and navigation data of its counterfeit signals
with those of the authentic GPS signals at the target
receivers antenna. Such alignment capability allows
the spoofer to carry out a sophisticated spoofing at-
tack in which no obvious clues remain to suggest that
an attack is underway. The spoofer is implemented
on a portable software-defined radio platform with a
digital signal processor (DSP) at its core. This plat-
form comprises:

• A Radio Frequency (RF) front-end that down-
mixes and digitizes GPS L1 and L2 frequencies.

• A DSP board that performs acquisition and track-
ing of GPS L1 C/A signals, calculates a navigation
solution, predicts the L1 C/A databits, and produces
a consistent set of up to 14 spoofed GPS L1 C/A
signals with a user-controlled fictitious implied navi-
gation and timing solution.

• An RF back-end with a digital attenuator that con-
verts the digital samples of the spoofed signals from
the DSP to analog output at the GPS L1 frequency

Fig. 1. The Civil GPS Spoofer.

with a user-controlled broadcast power.

• A single-board computer (SBC) that handles com-
munication between the spoofer and a remote com-
puter over the Internet.

A. Receiver/Spoofer Architecture

The spoofer was designed to operate in conjunc-
tion with a software-defined GPS receiver. This de-
sign aids the spoofer in producing counterfeit sig-
nals which are initially precisely aligned with the au-
thentic signals by leveraging the information obtained
about the authentic signals through normal receiver
operation. As can be seen from the block diagram of
the spoofer in Fig. 2, the spoofer control module uti-
lizes the GPS observables (code phase, carrier phase,
and Doppler frequency) and navigation solution out-
put from the coupled receiver. These observables
are modified using a linearized measurement model
and used to simulate n simulated or “spoofed” GPS
signals whose suggested position-velocity-time (PVT)
solution is offset, by a user controlled amount, from
the navigation solution of the coupled receiver. The
spoofer also requires predicted navigation data from
the coupled receiver or an external source, which al-
lows the spoofer to produce GPS signals which are
nearly indistinguishable from the authentic GPS sig-
nals. Additional details on this architecture are pro-
vided in Ref. [2] and [9].
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Fig. 2. A block diagram of the Spoofer.

B. Attack Strategy

The spoofer operates by first acquiring and tracking
GPS L1 C/A signals to obtain a navigation solution.
It then enters its “feedback” mode, in which it pro-
duces a counterfeit, data-free feedback GPS signal
that is summed with its own antenna input. The
feedback signal is tracked by the spoofer and used to
calibrate the delay between production of the digi-
tized spoofed signal and output of the analog spoofed
signal. This is necessary because the delay is non-
deterministic on start-up of the receiver, although it
stays constant thereafter.

After feedback calibration is complete and enough
time has elapsed to build up a navigation data bit
library, the spoofer is ready to begin an attack. Ini-
tially, it produces signals that are aligned with the au-
thentic signals at the location of the target antenna to
within a few meters, but have low enough power that
they remain far below the target receiver’s noise floor.
The spoofer then raises the power of the spoofed sig-
nals slightly above that of the authentic signals. At
this point, the spoofer has taken control of the vic-
tim receiver’s tracking loops and can slowly lead the
spoofed signals away from the authentic signals, car-
rying the receiver’s tracking loops with it. The tar-
get receiver can be considered completely captured
when either one of the following are true: (1) each
spoofed signal has shifted by 2 µs relative to the au-
thentic signals, or (2) each spoofed signal is at least
10 dB more powerful than the corresponding authen-
tic signal. The latter option ensures that there is no
significant interaction between authentic and spoofed
signals by simultaneously jamming and spoofing.

The UT spoofer and attack strategy have been tested
against a wide variety of civil GPS receivers and have
always been successful in commandeering the tar-
get receiver. Several of the receivers that have been
spoofed are highlighted in Ref. [10].

C. Proximity Spoofing Attack

The spoofing tests performed in the past using the UT
spoofer can all be considered to be proximity spoofing
attacks. A proximity spoofing attack, as depicted in
Fig. 3, is a class of spoofing attacks where the spoofer
is located within a few meters of the target receiver, so
the distance between the spoofer and target receiver
can be neglected. This attack scenario is described
in detail in Ref. [2] and significantly decreases the
complexity of carrying out an attack. It should be
noted that past tests have been performed through-
cable or in an RF-shielded enclosure to avoid violating
FCC regulations by broadcasting in the GPS band.

D. Spoofing at a Distance

For an attack against a UAV, the only way the spoofer
could be assured to be a negligible distance from the
target receiver is if the spoofer were attached to the
UAV. It is unlikely that this would be the case, so
an attack against a UAV will not fall under the cate-
gory of a proximity spoofing attack. For that matter,
physical security of a receiver would often prevent
proximity spoofing in most realistic scenarios. This
requires the spoofer to consider the effects of spoofing
from a non-negligible distance away if precise align-
ment of the counterfeit and authentic signals is de-
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Fig. 3. A diagram of a proximity spoofing attack.

sired. In fact, fine-grained control of a UAV via GPS
spoofing is only possible with a meter-level accurate
suggested position. Modifications were made to the
UT spoofer to account for these effects so that meter-
level accurate suggested position was achieved during
the tests.

IV. UAV Spoofing Demonstration

A. The UAV

The UAV spoofing tests targeted a UT-owned Hor-
net Mini UAV supplied by Adaptive Flight, which is
shown in Fig. 4. The Hornet Mini is roughly five
feet long and weighs about 10 pounds when fully
loaded. The Mini’s sophisticated avionics package
loosely couples an altimeter, a magnetometer, and
a MEMS IMU package to a GPS receiver via an ex-
tended Kalman filter.

The results of the spoofing tests with the Hornet Mini
also apply to other similarly-designed UAVs; those
whose navigation systems are centered on civil GPS.
The UAVs designed in this way include those used
in most non-US-military applications. It should be
noted that no special alterations where made to the
Hornet Mini for this test—it was in its “as sold” or
“stock” configuration.

B. Setup

A schematic of the setup used for the spoofing tests
against the civil UAV at WSMR appears in Fig. 5.
The spoofer was located on a hilltop with the receive
antenna on the far side of the hilltop from the trans-
mit antenna as shown in Fig. 6. The UAV site was

Fig. 4. The Hornet Mini unmanned aerial vehicle (UAV),
owned by the UT, used in the spoofing tests.

located in a sandy basin approximately 620 m from
the transmit antenna.

C. Procedure

The UAV was commanded by its ground controller to
hover approximately 40 feet above ground level at the
UAV site. After the initial ground control command
was sent, the UAV maintained its hovering position
automatically based on the navigation solution of its
extended Kalman filter, which is based in part on
GPS. At this point in the test procedure, the spoofed
signals were not being broadcast: the UAV was only
under the influence of the authentic GPS signals.

The spoofer was then commanded to begin transmit-
ting spoofed signals. To ensure seamless capture of
the UAV’s GPS unit, the code phases of the spoofed
signals were aligned to within meters of the authen-

6



Fig. 5. A schematic of the UAV test setup.

tic signals at the location of the UAV’s GPS an-
tenna. The spoofed signals overpowered their authen-
tic counterparts and instantly captured the tracking
loops within the UAV’s GPS receiver.

Immediately after capture, the spoofer induced a false
velocity and corresponding position change in the
UAV’s GPS receiver, drawing the position reported
by the UAV’s extended Kalman filter away from the
UAV’s commanded hover position. To compensate,
the UAV’s flight controller responded by moving in
the opposite direction. A safety pilot was on hand
to prevent the UAV from drifting out of control.
This was necessary because by commandeering the
UAV’s GPS receiver, the spoofer operator effectively
breaks the UAV autopilot’s feedback control loop.
The spoofer operator must now act as an operator-in-
the-loop, which requires real-time, meter-level knowl-
edge of the UAV’s true location.

D. Results

Between tests at WSMR and UT, the spoofer demon-
strated short-term 3-dimensional control of the UAV.

Thus, it is possible to hijack a civil UAV—in this case,
a fairly sophisticated one—by civil GPS spoofing.

Interestingly, the Hornet Mini relies only on its al-
timeter for direct measurements of its vertical posi-
tion; the GPS-measured vertical position is ignored.
This can be done with reasonable accuracy because
of the Hornet Mini’s short flight endurance (about 20
minutes). However, the GPS vertical velocity does
affect the extended Kalman filter’s vertical coordi-
nate estimate because the filter propagates GPS ve-
locity measurements through a UAV dynamics model
to form an a priori vertical estimate that gets updated
with the altimeter measurements. This dependence
on GPS velocity allowed the spoofer operator to force
the UAV vertically downward in dramatic fashion in
the final three capture demonstrations.

E. Implications

These tests have demonstrated that civilian UAVs
will be vulnerable to control by malefactors with a
civil GPS spoofer looking to hijack or crash these
UAVs unless their vulnerability to GPS spoofing is
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Fig. 6. Aerial view of the test site showing the spoofer location on a hilltop and the UAV site approximately 0.62
kilometers away.

addressed. There are several reasons why someone
may want to spoof a drone including fear over drones
invading people’s privacy. This poses a significant
safety concern that could result in mid-air collisions
with other aerial vehicles or buildings, not to mention
loss of property.

Constructing from scratch a sophisticated GPS
spoofer like the one developed by UT is not easy,
nor is it within the capability of the average anony-
mous hacker. It is orders of magnitude harder than
developing a GNSS jammer. Nonetheless, the trend
toward software-defined GNSS receivers for research
and development, where receiver functionality is de-
fined entirely in software downstream of the A/D con-
verter, has significantly lowered the bar to develop-
ing a spoofer in recent years. As a point of reference,
we estimate that there are more than 100 researchers
in universities around the world who are well-enough
versed in software-defined GPS that they could de-
velop a sophisticated spoofer from scratch with a year
of dedicated effort.

More worrisome is the fact that one does not have
to build a sophisticated spoofer like ours, capable of

aligning its signals precisely with authentic signals at
the location of a chosen target, to spoof a civil GPS
receiver. A low-cost off-the-shelf GPS signal simula-
tor would not permit the kind of seamless attack we
carried out, but would be adequate to confuse and
disrupt the navigation system of a commercial UAV.

V. GPS Time-Reference Receiver Spoofing
Demonstration

A. Prior Tests

In December 2011, the University of Texas at Austin
and Northrop Grumman Information Systems per-
formed laboratory spoofing tests against a GPS time-
reference receiver supplying timing to a PMU. The
minimum threshold for success in these spoofing tests
was to show that a GPS spoofer could force a PMU
to violate the IEEE C37.118 Standard “Synchropha-
sors for Power Systems” [8]. The standard requires
a phase angle error of less than 0.573◦, which can be
equivalently and indistinguishably caused by a timing
error of 26.5 µs.
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Fig. 7. A plot of the phase angle difference between the
reference and spoofed PMUs. Normally the phase angle
difference would be nearly zero in the absence of a spoofing
attack. Point 1 marks the start of the test. Point 2 marks
the point at which the spoofer has completely captured
the target receiver. Point 3 marks the point at which the
IEEE C37.118 Standard has been broken. Point 4 marks
the point at which the spoofer-induced velocity has reached
its maximum value for the test. Point 5 marks the point
at which the spoofed signal was removed.

In these tests, the phase angle of the spoofed PMU
was monitored as well as the phase angle from a non-
spoofed PMU in the same room. Figure 7 shows the
measured phase angle difference between the refer-
ence PMU, which was fed the true GPS signal, and
the spoofed PMU throughout one entire test. This
value would normally be less than a few degrees in
the absence of spoofing, since the two PMUs are co-
located. After the initial ten minute capture and
carry-off, which proceeds slowly to avoid detection,
the spoofer accelerates its timing carry-off and the
reference and spoofed phase angles quickly diverge.

Figures 8 through 12 show pictures of an oscillo-
scope and the synchrophasor screen at different times
throughout the test. The oscilloscope shows two
pulse-per-second (PPS) signals, with the upper yel-
low pulse coming from a reference clock being fed
true GPS and the lower blue pulse coming from the
spoofed timing receiver. Both PPS signals are ini-
tially aligned with each other, as seen in 8. The syn-
chrophasor screen displays the PMU phase angle data
in real-time as phasors with the nominal 60 Hz op-
erating frequency subtracted from the phase angle.
The red and green phasors show the phase data from
the reference and spoofed PMUs respectively. These

phasors are within a few degrees of each other at the
beginning of the test, as seen in 8.

At the time shown in Fig. 10, the IEEE C37.118 Stan-
dard was broken. The spoofer was easily able to break
this standard and go much further. The spoofer-
induced phase angle error exceeded 10o within 15
minutes of the start of the test, as shown in Fig. 11.
By the end of the test, the spoofer-induced phase an-
gle error exceeded 70o, as shown in Fig. 7.

This test demonstrated that a proximity spoofing
attack against a PMU can induce large, spoofer-
controlled errors in the phase angle measured by the
PMU in a relatively short period of time without
causing any alarms in the system. A complete de-
scription of these tests and their implications can be
found in Ref. [11].

B. Setup

The setup for the WSMR time-reference receiver
spoofing test was exactly the same as for the UAV
spoofing tests, shown in Fig. 5, on the spoofer end,
and the target site was also at the same location,
shown in Fig. 6. At the target site, there were
two GPS time-reference receivers. The first time-
reference receiver was representative of the ones used
for PMU networks and served as the target of the
spoofing attack. The other time-reference receiver
was used as a time reference during the testing by un-
plugging the GPS antenna before the spoofing attack
began. This forced the receiver into its “holdover”
or GPS-denied mode. While in holdover mode, the
time-reference receiver was able to ride through the
spoofing attack using its highly stable ovenized crys-
tal oscillator (OCXO) to maintain accurate timing.

C. Procedure

Before the spoofing attack began, the time alignment
of the two time-reference receivers was observed on
an oscilloscope using the IRIG-B output from the tar-
get receiver and the PPS output from the reference
receiver. The oscilloscope was set to trigger on the
PPS output from the reference receiver. Once the
two receivers agreed to within 100 ns, which is typi-
cal for these two receivers, the reference receiver was
unplugged from the antenna and allowed to transi-
tion into holdover mode. Data was recorded from the
oscilloscope to demonstrate this time alignment.
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Fig. 8. Pictures of the oscilloscope (left) and synchrophasor (right) screen at the start of the test, which is marked as
point 1 in Fig. 7.

Fig. 9. Pictures of the oscilloscope (left) and synchrophasor (right) screen at about 620 seconds into the test, which is
marked as point 2 in Fig. 7.

Fig. 10. Pictures of the oscilloscope (left) and synchrophasor (right) screen at about 680 seconds into the test, which is
marked as point 3 in Fig. 7.
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Fig. 11. Pictures of the oscilloscope (left) and synchrophasor (right) screen at about 870 seconds into the test, which is
marked as point 4 in Fig. 7.

Fig. 12. Pictures of the oscilloscope (left) and synchrophasor (right) screen at about 1370 seconds into the test, which is
marked as point 5 in Fig. 7.

At this point, the spoofer began transmitting spoofed
signals that were initially nearly perfectly aligned
with the authentic signals at the target site. The
spoofed signals overpowered their authentic coun-
terparts and instantly captured the tracking loops
within the target receiver. The spoofer then began
to drag the timing of the target receiver away from
the truth until it reached 1 µs of induced timing er-
ror. This was chosen to demonstrate that the spoofer
had precise control over the target receiver’s timing.
Data was recorded from the oscilloscope to show that
a 1 µs induced timing error was achieved.

Finally, the spoofer was commanded to cease trans-
mitting the spoofed signals. Once the target re-
ceiver reacquired the authentic signals and corrected

its timing, data was recorded from the oscilloscope to
demonstrate that the reference receiver did not drift
significantly in timing during the test.

D. Results

Figure 13 shows the data taken from the oscilloscope
from before the spoofing attack began. This demon-
strates that the two time reference receivers agree to
within 100 ns nominally. Figure 14 shows the data
taken from the oscilloscope from the end of the spoof-
ing test, where the spoofed time-reference receiver has
a spoofer-induced timing error of almost exactly 1 µs.
This shows that the spoofer was able to precisely con-
trol the timing of the spoofed receiver during the test.
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Fig. 13. Time alignment of the reference PPS (top blue
dashed line) and the spoofed IRIG-B time code (bottom
red line) before the spoofing attack began.

Fig. 14. Time alignment of the reference PPS (top blue
dashed line) and the spoofed IRIG-B time code (bottom
red line) at the end of the spoofing attack.

Figure 15 shows the data taken from the oscilloscope
from after the spoofing test, once the spoofed receiver
reacquired the authentic signals and corrected its tim-
ing. This demonstrates that the reference receiver did
not drift significantly in timing during the test, which
means that any change in relative timing between the
reference and spoofed receivers can be attributed to
the effects of the spoofer.

E. Implications

In a practical scenario, a malefactor may seek to sub-
vert the control objectives of electric power authori-

Fig. 15. Time alignment of the reference PPS (top blue
dashed line) and the spoofed IRIG-B time code (bottom
red line) after the spoofing attack ended.

ties by altering their perception of the current state of
the power grid. The end goal of the malefactor may
be to cause damage to power grid equipment or lo-
cal blackouts. Between this demonstration of timing
control from a distance and the prior tests described
in detail in Ref. [11], it has been demonstrated that a
sophisticated spoofing attack can alter the phase an-
gle measurements of a PMU network without needing
physical access to the devices themselves. The sim-
plest synchrophasor-based control scheme relies solely
on phase angle differences between two PMUs as an
indicator of a fault condition. Thus, a malefactor
could accomplish his goals by targeting important
power grid nodes (i.e. areas with high power flow)
with a GPS spoofing attack which alters the timing
in a way that increases the phase angle differences
between nodes in the area. This type of attack would
likely be indistinguishable from an actual fault and
cause corrective actions to be taken when none are
necessary.

PMUs are not currently being used for control pur-
poses in the U.S., but the industry and government
are pushing for more efficient distribution of power
which will require the accuracy and data rates that
PMUs provide for state estimation of the power grid.
However, other countries are already beginning to im-
plement synchrophasor-based control schemes. One
example of a currently operational synchrophasor-
based control system is the Chicoasen-Angostura
transmission link in Mexico [12]. This transmission
line links large hydroelectric generators in Angos-
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tura to large loads in Chicoasen through two 400-kV
transmission lines and one 115-kV transmission line.
PMUs are stationed at each end of the transmission
line and are setup to automatically trip the hydro-
electric generators offline in the event that the phase
angle difference between the two PMUs exceeds 10o.
This system was implemented to protect the gener-
ators against fault conditions. If a spoofer were to
attack this system in Mexico or a similar implemen-
tation elsewhere, then the spoofer could easily cause
an unnecessary generator trip in a matter of minutes.

Beyond tripping a single generator, there is poten-
tial for the effects of a spoofing attack to propagate
through the grid and cause cascading faults across the
grid. This was best demonstrated by the 2003 North-
east Blackout, which originated with the tripping of
a single transmission line [5]. In a little more than an
hour, this event cascaded into a large scale blackout
that left 50 million people without power for four days
and cost an estimated six billion dollars. Although fu-
ture control systems are being designed to prevent an
event from scaling to this magnitude, a single spoofer
targeting the right node would likely still have wide
reaching effects if a malefactor had knowledge of the
power grid architecture. Additionally, a network of
spoofers carrying out a coordinated spoofing attack
against various nodes on the power grid could greatly
increase the area of effect.

VI. Fixing the Problem of GPS Spoofing

There is no quick, easy, and cheap fix for the civil GPS
spoofing problem. Moreover, not even the most effec-
tive GPS spoofing defenses are foolproof. In contrast
to message authentication, such as is used to sign data
transmitted across the Internet, the security of GPS
signal authentication is much weaker and demands a
probabilistic model. Nonetheless, there are many pos-
sible remedies to the spoofing problem that, while not
foolproof, would vastly improve civil GPS security.
These defenses include placing cryptographic signa-
tures in the navigation messages or spread-spectrum
codes on either the wide-area augmentation system
(WAAS) or GPS satellites, antenna-based defenses,
and jamming detectors. A discussion of the advan-
tages and disadvantages of some of these defences is
given in Ref. [13]. The ideal spoofing defense is one
which:

1. would reliably detect a sophisticated spoofing at-

tack, such as the one conducted at WSMR, with a
low probability of false alarm

2. could be implemented in the short term

3. would not significantly increase the cost of a GPS-
based navigation system

4. would be applicable to a broad range of GPS de-
pendent systems

VII. Recommendations

It is the authors’ recommendation that for non-
recreational operation in the national airspace, civil
UAVs exceeding 18 lbs be required to employ naviga-
tion systems that are spoof-resistant. Additionally,
the authors recommend that GPS-based timing or
navigation systems having a non-trivial role in sys-
tems designated by DHS as national critical infras-
tructure be required to be spoof-resistant.

Resistance to spoofing will be defined through a series
of canned attack scenarios that can be recreated in a
laboratory setting [14]. A navigation system is de-
clared spoof-resistant if, for each attack scenario, the
system is either unaffected by or able to detect the
spoofing attack. Spoofing detection combined with
an appropriate GPS-denied mode for the UAV to
fall back on will significantly increase the difficulty of
mounting a successful spoofing attack against a UAV.
Timing receivers could use a spoofing detection mech-
anism to force themselves into a holdover mode that
relies on its local oscillator, like the receiver used as
a reference in the timing tests, and send an alert that
a spoofing attack is occurring.

Finally, the authors recommend that a cryptographic
authentication signature be developed and implemen-
tated for one of the existing or forthcoming civil GPS
signals. The signature should at minimum take the
form of a digital signature interleaved into the navi-
gation message stream of the WAAS signals. A bet-
ter plan would be to interleave the signature into the
CNAV or CNAV2 GPS navigation message stream
like the signature described in Ref. [15]. The best
plan for implementing a cryptographic authentica-
tion signature would be to implement the signature as
an spread-spectrum security code (SSSC) interleaved
into the spreading code of the L1C data channel like
the signature described in Ref. [16]. Inclusion of a
cryptographic signature would greatly aid manufac-
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turers in developing receivers that are spoof-resistant.

VIII. Conclusions

Test results presented herein demonstrate that a GPS
spoofer can alter a civil UAV’s perception of its lo-
cation and a time-reference receiver’s perception of
the current time from an appreciable distance away.
The GPS receivers in both of these tests reported
no alarms during the tests to indicate that they sus-
pected their position-velocity-time (PVT) solution
was anything other than nominal.

It was demonstrated that a civil UAV could be
“steered” by a spoofer by moving its perceived loca-
tion in the opposite direction of the desired motion.
Coarse, short-term control of the UAV was demon-
strated in all directions (east, north, and up) during
the tests. Since the spoofer did not have real-time
feedback of the UAV’s current position and veloc-
ity, long-term control was unachievable during these
tests. However, a medium-sized radar system could
be used to provide this feedback, and a control loop
could be designed within the spoofer to provide sta-
ble control of the UAV. With the passage of the FAA
Modernization Act of 2012, civil UAVs could occupy
the national airspace within the decade. If the issue
of civil GPS spoofing is not fixed before then, then
civil UAVs would pose a significant safety concern in
the national airspace that could result in mid-air col-
lisions with other aerial vehicles or buildings, not to
mention loss of property.

One critical infrastructure application that will soon
use GPS time-reference receivers is the power grid.
PMUs use time-reference receivers to time stamp
their measurements, which allows power grid oper-
ators to get a snapshot of the current state of the
grid including phase angles. PMUs are a technology
that will revolutionize power grid control and pave the
way for more efficient power distribution. However,
it has been demonstrated in Ref. [11] that a spoofing
attack can induce arbitrarily large errors in the PMU-
measured phase angles by inducing timing errors in
the time-reference receiver driving the PMU. This
fact combined with the demonstrations of spoofing
from a distance presented herein proves feasibility of
a spoofing attack against a PMU in which the spoofer
does not require close proximity to the PMU. Alter-
ing of PMU-measured phase angles could cause power
grid control systems to unnecessarily trip generators

or transmission lines. These effects would likely cause
local area blackouts and have the potential for causing
damage to power grid equipment. There also exists
the potential for the effects to cascade into large scale
blackouts similar to the 2003 Northeast Blackout.

There is no quick, easy, and cheap fix for the civil GPS
spoofing problem. However, many promising tech-
niques that, while not foolproof, would vastly improve
civil GPS security have been and are being developed.
These defenses include placing cryptographic signa-
tures in the navigation messages or spread-spectrum
codes on either the WAAS or GPS satellites, antenna-
based defenses, and jamming detectors.

It is the authors’ recommendation that for non-
recreational operation in the national airspace, civil
UAVs exceeding 18 lbs be required to employ nav-
igation systems that are spoof-resistant. Addition-
ally, the authors recommend that GPS-based tim-
ing or navigation systems having a non-trivial role
in systems designated by DHS as national critical in-
frastructure be required to be spoof-resistant. Re-
sistance to spoofing will be defined through a series
of standardized tests that require the receiver to de-
tect or mitigate the spoofing attack. This combined
with regulations concerning GPS-denied modes for
systems reliant on GPS would greatly increase the
difficulty of mounting a successful spoofing attack.
Finally, the authors recommend that a cryptographic
authentication signature be developed and implemen-
tated for one of the existing or forthcoming civil GPS
signals. Inclusion of a cryptographic signature would
greatly aid manufacturers in developing receivers that
are spoof-resistant.
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8.2.5 Flight Over Populated Areas  Routine UAS operations shall not be conducted over 

urban or populated areas.  UAS operations may be approved in emergency or relief 
situations if the proposed mitigation strategies are found to be acceptable. 

8.2.6 Flight Over Heavily Trafficked Roads or Open-air Assembly of People  UAS 
operations shall avoid these areas.  If flight in these areas is required, the applicant will be 
required to support proposed mitigations with system safety studies that indicate the 
operations can be conducted safely.  Acceptable system safety studies must include a 
hazard analysis, risk assessment, and other appropriate documentation that support an 
“extremely improbable” determination.  Additionally, it is the applicant’s responsibility 
to demonstrate that injury to persons or property along the flight path is extremely 
improbable.  UAS with performance characteristics that impede normal air traffic 
operations may be restricted in their operations. 

8.2.7 Day/Nighttime Operations  All UAS operations outside of Class A airspace must be 
conducted during daylight hours.  Nighttime operations may be considered in other 
airspace if the applicant provides a safety case and sufficient mitigation to avoid collision 
hazards at night.  Examples of such may be transit operations in Class D airspace over a 
non-joint use military airfield adjacent to restricted airspace. 

8.2.8 Flights Below Class A Airspace  All UAS operations (IFR or VFR) outside of active 
Restricted, Prohibited or Warning Areas and below flight level (FL) 180 shall be 
conducted in visual meteorological conditions (VMC) and in accordance with 14 CFR 
91.155, Basic VFR Weather Minimums, however, a minimum flight visibility of not less 
than three statue miles (SM) shall be maintained at all times.  Cloud clearance 
requirements shall remain as specified in 14 CFR 91.155, Basic VFR Weather Minimums.  
Special VFR requirements per 14 CFR 91.157, Special VFR Weather Minimums, do not 
apply to UAS operations and cannot be exercised. 

8.2.9 Autonomous Operations  It is generally understood that most UAS have some level of 
autonomy associated with its operation.  Although it is possible to have a completely 
manual UAS, which requires a pilot-in-the-loop, the majority of UAS are autonomous to 
a certain degree.  Only those UAS that have the capability of pilot intervention, or pilot-
on-the-loop, shall be allowed in the NAS outside of Restricted, Prohibited, or Warning 
areas.  UAS that are designed to be completely autonomous, with no capability of pilot 
intervention, are not authorized in the national airspace system.  Although the pilot may 
be technically considered out-of-the-loop in a lost link scenario, this restriction does not 
apply to UAS operating under lost link. 

8.2.10 Operations from Off-Airport Locations  In most cases, an off-airport location should 
be situated no closer than five nautical miles (NM) from any airport or heliport.  The 
operational areas, including the launch and recovery zones, should be free from 
obstructions and reasonable efforts should be made to keep operations away from 
structures and heavily trafficked roads.  Due to the unique attributes of off-airport 
locations, approval requests need to be evaluated on a case-by-case basis. 

8.2.11 Other Mitigations in lieu of Observers See Alternate Methods of Compliance section. 
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ADVoCACY AnD GoVeRnMent RelAtIonS

In 2011, AUVSI continued to build its brand on Capitol Hill, with federal regulators and industry 
stakeholders. In addition to focusing on accelerating UAS access in the National Airspace System, 
AUVSI augmented its advocacy efforts for the ground and maritime domains.

Some of our accomplishments include:
•	

n Providing increased visibility and presence on Capitol Hill with the following congressional 
committees:
•	 Appropriations

•	 Armed Services

•	 Homeland Security

•	 Oversight and Government Reform

•	 Science, Space and Technology

•	 Transportation and Infrastructure

n Making substantive changes to the UAS sections in the House Federal Aviation Administration 
reauthorization bill (H.R. 658). AUVSI’s suggestions were the only outside changes accepted 
into the bill. Specifically, AUVSI got sections added on:

•	 Requiring the unmanned systems industry be consulted during the development of a  
comprehensive integration plan

•	 Requiring yearly congressional reports on integration efforts

•	 Allowing public safety agencies to immediately  access the airspace with micro-UAS, 
weighing less than 4.4 pounds

•	 Allowing a one-time approval of similar operations under a certificate of authorization

•	 Requiring the FAA to plan for UAS integration in the next-generation air traffic control  
system

•	 Creating test sites

•	 Defining the term small UAS as an aircraft weighing less than 55 pounds

n Submitting testimony before the House Transportation and Infrastructure Committee and 
House Science, Space and Technology Committee

n Conducting meetings with legislators to include unmanned systems language in the Safe, 
Accountable, Flexible, Efficient Transportation Equity Act: A Legacy for Users bill, commonly 
known as the Highway bill

n Interviewing Rep. Howard “Buck” McKeon, chairman of the House Armed Services  
Committee and co-chair of the Unmanned Systems Caucus for the May issue of Unmanned 
Systems

n Pursuing Byrne Grant language in the House to support law enforcement and the fire fighting 
community

n Collaborating with the robotics community to advocate in opposition of International Traffic  
in Arms Regulations (ITAR) restrictions on UGVs

n Providing Advocacy Action Alerts to our members on hot topics

n Utilizing new software that allows AUVSI members to easily contact federally elected officials 
and regulators on advocacy issues

n Increasing membership in House Unmanned Systems Caucus

n Redesigning the advocacy section of the AUVSI website to be more informative and user 
friendly

n Adding an Advocacy News section to AUVSI’s weekly Unmanned Systems eBrief
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Once rare, these procedures are now per-
formed dozens of times per day in cities and
towns all across the country.

The Birth of SWAT
Longtime Los Angeles police chief Daryl

F. Gates is widely credited with inventing the
SWAT team in early 1966, though there’s
some evidence that the idea was brought to
Gates a year earlier, when he was inspector
general, by Los Angeles Police Department
officer John Nelson. The inspiration for the
modern SWAT team was a specialized force
in Delano, California, made up of crowd con-
trol officers, riot police, and snipers, assem-
bled to counter the farm worker uprisings led
by Cesar Chavez.20

In search of new methods to counter the
snipers and guerrilla tactics used against L.A.
police during the Watts riots, Gates and other
L.A. police officials quickly embraced the idea
of an elite, military-trained cadre of law enforce-
ment officers who could react quickly, accu-
rately, and with overwhelming force to particu-
larly dangerous situations. Gates brought in a
team of ex-Marines to train a small group of
police officers Gates handpicked for the new
endeavor. Gates called his unit the Special
Weapons Attack Team, or SWAT. City officials
liked the idea, including the acronym, but
balked at the word “attack.” They persuaded
Gates to change the units name to Special
Weapons and Tactics, though the new moniker
was purely cosmetic—no change in training or
mission accompanied the name change.21

SWAT quickly gained favor with public offi-
cials, politicians, and the public. In August
1966, former Marine Charles Whitman barri-
caded himself at the top of a clock tower at the
University of Texas and opened fire on the cam-
pus below. Whitman shot 46 people and killed
15. Police struggled for more than 90 minutes
to remove Whitman from his tower perch.
Public horror at Whitman’s slaughter quickly
turned into support for Gates’s idea of training
elite teams to complement city policing in dan-
gerous situations like the Whitman massacre.
SWAT teams subsequently began to pop up in
larger urban areas across the country.22

Three years later, the L.A. SWAT team
engaged in a highly publicized shootout with
the city’s Black Panther militia. Publicity from
the standoff won the L.A. SWAT team and the
concept of SWAT teams in general widespread
public acclaim. In a recent interview with
National Public Radio, Gates affirmed that
the Black Panther shootout propelled the
SWAT concept into the mainstream. “It was
the first time we got to show off,” Gates said.23

The incident also earned the unit a measure of
glamour, and inspired yet more police depart-
ments across the country to begin training
their own SWAT-like units. Gates’s L.A. SWAT
team would again be featured in a celebrated
standoff five years later, in May 1974, when
SWAT officers traded thousands of rounds of
gunfire with the Symbionese Liberation Army
on live national television.24

The SLA and Black Panther shootouts
brought continued public fascination with the
SWAT mystique. Gates’s experiment soon
became a celebrated part of American pop cul-
ture. A SWAT-themed television show debuted
in 1975, and the show’s theme song hit the
Billboard Top Forty. In 1995, Gates launched a
SWAT video game franchise with Sierra
Entertainment. The SWAT series spawned sev-
eral award winning “first-person” style shooter
games, the most recent version of which was
released in early 2005. In January 2006, cable
television channel A&E debuted a new reality
television show called Dallas SWAT, which fol-
lows the lives of the members of a Dallas,
Texas, SWAT team. Court TV now carries the
show Texas SWAT, in which seasoned war jour-
nalist Jeff Chagrin tags along with several
SWAT teams across the state.

But despite the American public’s fascina-
tion with SWAT, until the 1980s, actual
deployments of the paramilitary units were
still largely confined to extraordinary, emer-
gency situations such as hostage takings, bar-
ricades, hijackings, or prison escapes. Though
the total number of SWAT teams gradually
increased throughout the 1970s, they were
mostly limited to larger, more urbanized areas,
and the terms surrounding their deployment
were still for the most part narrowly and
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Federal funding for drug arrests then created
an incentive for officials to then increasingly
deploy those units for drug crimes, the only
kind of crime for which arrests brought in
money.62

Perhaps most perversely, the Times found
that in several cases new SWAT officers were
hired under President Clinton’s “community
policing” program.63 Community policing
was originally billed as a less authoritarian,
more civil-minded form of law enforcement
designed, in Clinton’s words, “to build bonds
of understanding and trust between police
and citizens.”64 Part of that program was
Clinton’s resurrection of the Vietnam era
“Troops to Cops” programs, which promised
federal funding for local police departments
who hire and train war veterans as civilian
police officers, a program embraced by both
Democrats and Republicans.65 It’s not impos-
sible, of course, for a former solider to be
trained as an effective civilian police officer.
But that the federal government would be
encouraging an en masse transition from the
battlefield to Main Street displays a lack of
understanding of the differences between the
ideal military mindset and the ideal mindset
of a civilian police officer.

Clinton’s “community policing” program
was distorted in other areas of the country,
too. In Portland, for example, from 1989 to
1994, the ratio of common patrol officers to
citizens in Portland actually fell. But the
number of police in the paramilitary Tactical
Operations Branch of the Portland Police
Bureau increased from 2 to 56.66

In one survey of law enforcement officers
who worked in departments with paramilitary
units, nearly two-thirds responded that those
units “play an important role in community
policing strategies.”67 Most criminal justice
experts reject that possibility. “Community
policing initiatives and stockpiling weapons and
grenade launchers are totally incompatible,” one
criminal justice professor at the University of
Wisconsin-Milwaukee told the Capital Times.68

Thanks to the federal subsidies for drug
arrests, then, not only did the number of
SWAT teams soar through the 1980s and

1990s, so too did the frequency with which
they were deployed. In 1972, there were just a
few hundred paramilitary drug raids per year
in the United States.69 According to Kraska, by
the early 1980s there were 3,000 annual SWAT
deployments, by 1996 there were 30,000, and
by 2001 there were 40,000.70 The average city
police department deployed its paramilitary
police unit about once a month in the early
1980s. By 1995, that number had risen to
seven.71 To give one example, the city of
Minneapolis, Minnesota, deployed its SWAT
team on no-knock warrants 35 times in 1987.
By 1996, the same unit had been deployed for
drug raids more than 700 times that year
alone.72

In small- to medium-sized cities, Kraska
estimates that 80 percent of SWAT callouts
are now for warrant service. In large cities, it’s
about 75 percent. These numbers, too, have
been on the rise since the early 1980s.73

Orange County, Florida, deployed its SWAT
team 619 times during one five-year period in
the 1990s. Ninety-four percent of those call-
outs were to serve search warrants, not for
hostage situations or police standoffs.74

Many SWAT teams are now deployed for
routine police duties beyond even the drug
war. For several years, the heavily armed
Fresno SWAT team mentioned earlier was
used for routine, full-time patrolling in high-
crime areas. The Violent Crime Suppression
Unit, as it was called, was given carte blanche
to enter residences and apprehend and
search occupants in high-crime, mostly
minority neighborhoods. The unit routinely
stopped pedestrians without probable cause,
searched them, interrogated them, and
entered their personal information into a
computer. “It’s a war,” one SWAT officer told
a reporter from the Nation. Said another, “If
you’re 21, male, living in one of these neigh-
borhoods, and you’re not in our computer,
then there’s something definitely wrong.”75

The VCSU was disbanded in 2001 after a
series of lawsuits alleging police brutality and
wrongful shootings, though officials claim
the unit was dissolved because it had “ful-
filled its goals.”76
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